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Recent advances have demonstrated that O(log M) measurements suffice to predict M properties of
arbitrarily large quantum many-body systems. However, these remarkable findings assume that the prop-
erties to be predicted are chosen independently of the data. This assumption can be violated in practice,
where scientists adaptively select properties after looking at previous predictions. This work investi-
gates the adaptive setting for three classes of observables: local, Pauli, and bounded-Frobenius-norm
observables. We prove that Q2 (+/M) samples of an arbitrarily large unknown quantum state are neces-
sary to predict expectation values of M adaptively chosen local and Pauli observables, where the system
size scales exponentially and polynomially in M, respectively. We also present computationally efficient
algorithms that achieve this information-theoretic lower bound. In contrast, for bounded-Frobenius-norm
observables, we devise an algorithm requiring only O(log M) samples, independent of system size. These
results highlight the potential pitfalls of adaptivity in analyzing data from quantum experiments and
provide algorithmic tools to safeguard against erroneous predictions in quantum experiments.
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L. INTRODUCTION

Estimating properties of quantum systems using data
collected from physical experiments is fundamental to the
advancement of quantum information science. However,
the required resources often scale unfavorably with system
size n. For instance, full tomography of an n-qubit state
requires a number of samples that grows exponentially in
n [1-6]. Recent results have addressed this scaling problem
by demonstrating that many properties can be predicted
from very few samples, even for very large n [7—11]. These
sample-efficient protocols are known as shadow tomog-
raphy. In particular, the classical shadow formalism [§]
constructs a succinct classical description of an unknown
state p that accurately captures expectation values {o;} of a
set of observables {O;},

0i(p) =tr(Oip), 1=i=<M, (1
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using only O(logM) samples [12]. This achieves an
exponential improvement in sample complexity compared
to direct measurement of each observable, even when
M = poly(n).

However, this efficiency relies on a critical assumption:
the observables {O;} are chosen nonadaptively. This means
that the next observable O;;; cannot be selected based
on the prediction outcomes for observables Oy, O,, ..., O;.
While classical shadows can be acquired using randomized
measurements [11] with no knowledge of the observ-
ables, the prediction performance guarantee derived in
Ref. [8] assumes that the set of observables {O;} is cho-
sen independently of the measurement outcomes and the
predicted values of other observables. In contrast, scien-
tific research is often conducted adaptively: hypotheses
are formulated from experimental data, tested using the
same data, and then adaptively modified and retested. This
process extends to quantum experiments, where one may
learn certain properties of a quantum state and, inspired
by the results, decide on additional properties to pre-
dict using the same data. However, there is currently no
rigorous guarantee maintaining the poly log(M) sample
complexity achieved by the classical shadow formalism
when observables are chosen adaptively.

This work addresses this gap by exploring the
reusability of quantum data. We focus on answering the
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following central question:

Can we still predict M properties of an arbitrarily large
quantum system from poly log(M) samples when the prop-
erties are chosen adaptively?

Specifically, we seek to maintain the exponential reduc-
tion in sample complexity compared to direct observable
measurement (as achieved by classical shadows in the non-
adaptive setting) even when the number of properties is
M = poly(n). This necessitates avoiding any polynomial
dependence of the sample complexity on the system size n.
While existing protocols in shadow tomography [7,13,14]
achieve a polynomial reduction in sample complexity com-
pared to direct measurement, with a sample complexity
of O(nlog?n) for M = poly(n), they do not fully address
our central question, as we aim for a superpolynomially
reduced sample complexity of poly log(M).

Our work relates closely to adaptive data analysis in
classical statistics [15-25], where similar challenges arise
in maintaining statistical validity under adaptive hypothe-
sis testing [26—30]. In the classical setting, the best-known
sample complexity for predicting M adaptively chosen
queries is O(v/M) [17,23,24] when dimension dependence
is not allowed, or O(+/d log M) samples where d is the
dataset dimension [17,31,32]. Despite significant progress
in classical statistics, it is not immediately clear whether
these results apply to physically relevant classes of observ-
ables in the quantum setting, and whether the classical
shadow formalism is compromised by adaptively choosing
the observables.

By building on techniques in shadow tomography and
adaptive data analysis, we present both positive results and
impossibility theorems for three physically relevant classes
of observables: local, Pauli, and bounded-Frobenius-norm
observables. Estimations of these observables are key sub-
routines in algorithms for quantum chemistry [33-37],
quantum field theory [38], and linear algebra [39], as well
as protocols for estimating fidelities [8,40,41] and verify-
ing entanglement [11,42,43]. Our main findings are:

(1) For local and Pauli observables, we prove a lower
bound of Q(+/M) samples for any algorithm that
accurately predicts adaptively chosen properties.
We complement this with computationally efficient
algorithms achieving matching upper bounds.

(2) For bounded-Frobenius-norm observables, we
devise a (computationally inefficient) algorithm that
accurately predicts expectation values with a sam-
ple complexity of O(log M), independent of system
size. This improves upon existing shadow tomog-
raphy protocols by exploiting the low-dimensional
nature of these observables.

The Q (/M) lower bound demonstrates that it is
impossible to achieve the desired polylog(M) sample

complexity even for predicting local and Pauli observ-
ables. We note that this surprising result requires the
system size to be exponential in M for local observables
and polynomial in M for Pauli observables. Hence, this
impossibility result only applies to systems containing
many more qubits than the number of observables M. For
bounded-Frobenius-norm observables, the O(log M) sam-
ple complexity improves upon the best-known scaling of
O(nlog? M) [14].

Our work makes several key contributions. First, we
demonstrate that a nontrivial extension of lower bounds
in classical adaptive data analysis can yield lower bounds
for adaptively chosen local and Pauli observables in quan-
tum systems. Second, by identifying and leveraging the
connection between existing classical adaptive data anal-
ysis algorithms and classical shadows, we obtain upper
bounds for local and Pauli observables in the quantum
setting. Finally, we introduce a new (computationally inef-
ficient) algorithm for predicting expectation values of
bounded-Frobenius-norm observables that achieves loga-
rithmic sample complexity in the adaptive setting. In the
process, we develop new algorithms for quantum threshold
search (TS) [14] and shadow tomography which may be of
independent interest. In the following sections, we present
our results in detail, including lower bounds, matching
upper bounds, and our novel algorithm for bounded-
Frobenius-norm observables. We conclude with a discus-
sion of the broader implications of our work and potential
directions for future research.

II. THE ADAPTIVE MODEL

We introduce the model describing the adaptive inter-
action, with the full formal description provided in
Appendix A. We conceptualize the predictive task as a
game between an analyst (e.g., a human scientist) and
a mechanism (e.g., a prediction algorithm), where only
the mechanism has access to samples of the unknown
quantum state p. This framework aligns with standard
models in classical adaptive data analysis [15]. We con-
sider the analyst to be classical, restricted to classical
memory and processing, while the mechanism has access
to quantum memory and has quantum processing capa-
bilities. The analyst-mechanism interaction unfolds over
M rounds, where in each round i € [M] £ {1,...,M}: (1
the analyst selects an observable O; to query, and (2) the
mechanism performs quantum processing on the samples
and responds with an estimate 0; ~ tr(O;p). Crucially, the
analyst can observe all prior responses 01, ...,0;_; and
utilize this information to determine the next observable
O; to query. This adaptive decision-making process char-
acterizes the adaptive nature of the interaction. A visual
representation of this interaction model is presented in
Fig. 1.
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FIG. 1.

Nonadaptive vs adaptive model. The analyst queries observables O, . .

., Oy to the mechanism. The mechanism is given

access to samples of a quantum state p and can conduct quantum processing and measurements in order to output predictions ¢; for

the expectation values tr(O;p). In the adaptive model (bottom), the analyst can condition on all prior observed predictions 01, . .

<5 0i—1

in order to select the next observable O;. In contrast, a nonadaptive analyst (top) cannot observe prior predictions before querying

observables.

A. Adaptive attack on classical shadows

To illustrate the vulnerabilities introduced by adaptiv-
ity, we construct a simple adaptive attack executed by a
classical analyst. This attack demonstrates how adversar-
ial behavior can rapidly compromise the original classical
shadows protocol [8]. For a review of the classical shadow
formalism, we refer readers to Appendix A 2. Our pro-
posed attack is inspired by the linear classification attack
from Ref. [15], which in turn draws from Freedman’s
paradox [44]—a well-known example of standard statisti-
cal procedures yielding highly misleading results. Freed-
man’s paradox considers a regression problem where,
given access to a large group of variables predicting a
response variable, we (1) select a smaller group of vari-
ables correlated with the response variable and (2) fit a
linear regression model on these variables. Surprisingly,
standard statistical tests (e.g., an F-test) report the model
as a good fit, even when no correlation exists between the
input variables and the response variable.

A similar failure can occur in the quantum setting. Con-
sider N samples of a diagonal density matrix p of system
size n = M + 2™, where the first M qubits represent vari-
ables and the last 2¥ qubits correspond to all possible
models that can be fit, each conditioned on a unique subset
of the M variables. The qubits are correlated such that the
spins of the last 2™ qubits are determined by a majority
vote of the spins of a subset of the first M qubits.

We examine an analyst’s adaptive attack querying only
single-qubit observables from the set {Z; : i € [n]}, where
Z; is the Pauli Z observable acting solely on the ith qubit.

While the classical shadows protocol can accurately esti-
mate expectation values of exponentially many observ-
ables in the number of samples N for nonadaptive queries
[8], our adaptive attack causes the protocol to fail with
high probability when the number of queries is only M =
O(N), even for single-qubit observables.

The attack mimics Freedman’s paradox in a two-step
process:

(1) Query Z; for each of the first M qubits.

(2) Select a subset of qubits whose estimated expecta-
tion values are suitably biased toward 1, and query
Z; for the qubit correlated with this subset.

This process yields a similar outcome to Freedman’s para-
dox: the classical shadows estimate for tr(Z; p) will likely
be greater than 0.99, even if the true value is 0. Notably,
only the last query is adaptive and is conditioned on the
results of the first M nonadaptive queries. We empirically
demonstrate this phenomenon in Fig. 2. Because the den-
sity matrix is diagonal and we only query Z; observables,
we can simulate this protocol classically. The full descrip-
tion and proof of the attack are provided in Appendix B 1,
with details of the numerical experiment in Appendix B 2.

This example underscores the potentially detrimental
effect of adaptivity on the accuracy of predictive algo-
rithms: for single-qubit observable queries, a single adap-
tive query suffices to induce false predictions. Our goal
is to prevent such failures and derive rigorous guarantees
against false discovery in quantum experiments for specific
classes of observables.
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FIG. 2. The dangers of adaptivity. Each point indicates the average error (averaged over 100 independent runs) of the classical
shadows protocol after being asked M queries from the analyst for a fixed sample size of N = 10 000. The shaded regions show the
standard deviation over the independent runs. We see that after many adaptively chosen queries, the average error of classical shadows

is much higher than for nonadaptive queries.

I11. MAIN RESULTS

Our primary focus is on the task of predicting prop-
erties tr(O;p), for i =1,...,M, where p is an unknown
n-qubit quantum state and O; is an observable. We aim
to design a mechanism that can accurately predict these
properties to within € error using minimal samples/copies
of p, even when the properties are chosen adaptively.
In the following subsections, we address this challenge
for three distinct classes of observables: local, Pauli, and
bounded-Frobenius-norm observables.

A. Local observables

We define local observables as those acting on a constant
number k = O(1) of qubits. Recall that the adaptive attack
described in Sec. II A can cause the classical shadows
protocol to fail by querying only M = O(N) local observ-
ables, where NV is the number of samples of p. Our main
result in this section demonstrates that O (N?) local observ-
ables suffice to cause any quantum mechanism to fail,
given a sufficiently large system size n. In other words, we
prove an information-theoretic sample complexity lower
bound of N = Q(+/M) for predicting M adaptively chosen
local observables when the system size #n is exponential in
M. We also show that this lower bound can be saturated
by a computationally efficient quantum mechanism. The
formal statement is given as follows.

Theorem 1 (Local observables). For predicting expec-
tation values tr(O;p) of M adaptively chosen local observ-
ables Oy, ..., Oy, any quantum mechanism must use N =
Q (min{~/M, logn}) samples. Moreover, there exists a
computationally efficient quantum mechanism using N =
O(min{~/M, logn}) samples, running in time poly(N, n)
per observable queried.

To prove the lower bound, we construct a density matrix
p and an analyst strategy for adaptively querying M local
observables, inspired by lower bounds in classical adaptive
data analysis [15,32,45] based on interactive fingerprint-
ing codes (IFPCs) [46]. The proof ideas are presented in
Sec. V, with detailed proofs in Appendix B 3.

We emphasize that while there exists an 2 (v/M) lower
bound in classical adaptive data analysis, this only applies
for arbitrary adaptive queries. In contrast, our lower bound
stated here applies when restricted to the class of local
observables—a setting with no existing classical result. In
fact, our quantum lower bound for local observables yields
a new classical lower bound for sparse statistical queries
(Corollary B1 in Appendix B 3).

The matching upper bound is achieved by applying clas-
sical adaptive data analysis algorithms [17,19] to classical
shadow data [8]. We provide two computationally effi-
cient algorithms in Appendixes B4 and D, both running
in time poly(/V, n) per observable. The first algorithm, spe-
cific to local observables, achieves a sample complexity
of O(v/M). The second, more general algorithm applies
to any class of observables and measurement primitive,
achieving an upper bound of OWM log M - ||O||§hadow),
where || - ||shadow 1S the shadow norm dependent on the
observables and measurement primitive. For local observ-
ables, || O||§hadoW is constant, so we achieve nearly the same

OM) upper bound. We expect this second algorithm to
be of independent interest, as it applies to any observable.

B. Pauli observables

For Pauli observables P e {I,X,Y,Z}®" we demon-
strate that any quantum mechanism requires at least
Q(v/M) samples, assuming a sufficiently large system
size. Unlike local observables, the Q2 (/M) lower bound
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holds when the system size is polynomial in M, which is
realizable in many relevant regimes. Combined with the
previous section, our results eliminate the hope of repli-
cating the nonadaptive classical shadows scaling in the
adaptive setting for arbitrary system sizes.

Theorem 2 (Pauli observables). For predicting expec-
tation values tr(P;p) of M adaptively chosen Pauli
observables Pi,...,Py € {I,X,Y,Z}®", any quantum
mechanism must use N = Q(min{~/M, n'/3}) samples.
Moreover, there exists a computationally efficient quantum
mechanism using N = O(min{~/M, n}) samples, running
in time poly(V, n) per observable queried.

Similarly to the local observables case, the lower bound
is obtained by constructing an adversarial choice of density
matrix and analyst strategy, leveraging interactive finger-
printing codes [46]. However, the particular construction
differs from the case of predicting local observables in
order to embed the interaction within a polynomial number
of qubits. Proof'ideas are presented in Sec. V, with detailed
proofs in Appendix C.

Again, we highlight that this result does not follow
trivially from classical lower bounds in adaptive data anal-
ysis since it is not clear a priori whether the adaptive
attack using general queries can be mapped to the struc-
tured queries we consider. Moreover, our quantum lower
bound for Pauli observables implies a new classical lower
bound for parity statistical queries (see Corollary C1 in
Appendix C 1).

The O(+/M) upper bound is achieved by applying a
computationally efficient classical adaptive data analysis
algorithm [17] to the quantum machine learning (ML)
algorithm from [47]. The O(n) upper bound uses the non-
adaptive quantum ML algorithm [47] to predict all 4” Pauli
observables. As our main focus is on the M scaling, we
leave open the problem of closing the gap between O(n)
and Q(n'/3).

C. Bounded-Frobenius-norm observables

We define bounded-Frobenius-norm observables as
those observables O satisfying tr(0?) < B, where B =
O(1). In this case, we demonstrate that M adaptively cho-
sen observables can be predicted with only O(log(M))
samples.

Theorem 3 (Bounded-Frobenius-norm observables).
For any sequence of adaptively chosen observables
Oy, ..., 0y satisfying tr(O%) = (O(1) for all i, there exists
a (computationally inefficient) mechanism using N =
@(logM/e“) samples that can predict tr(O;p),...,tr
(O p) to € additive error.

Our algorithm builds upon existing shadow tomogra-
phy protocols [7,14], incorporating two key components:

a threshold search subroutine [48] and a prediction sub-
routine. These components operate synergistically: the
prediction subroutine provides estimates for the expecta-
tion values, while the threshold search subroutine validates
these predictions against true values tr(Op). When predic-
tions deviate significantly from true values, the prediction
subroutine refines its model. We implement these compo-
nents with novel algorithms (detailed in Appendix D) that
are applicable to any observables and provide robustness
against adaptivity.

Our key insight is that predicting expectations of
bounded-Frobenius-norm observables is equivalent to pre-
dicting an adaptively chosen observable after “projecting”
onto an unknown low-dimensional subspace determined
by the unknown state p. By learning to predict observables
in this subspace, we achieve a system-size-independent
O(log M) sample complexity, improving upon the best-
known adaptive shadow tomography protocol, which has
a sample complexity of O log? M /e*) [14]. Proof ideas
are presented in Sec. V, with full proofs in Appendix E. For
low-rank observables, we can further improve the sample
complexity.

Theorem 4 (Low-rank observables). For any sequence
of adaptively chosen observables Oy, ..., Oy with rank at
most R, there exists a (computationally inefficient) mecha-
nism using N = O(R2 log M /€) samples that can predict
tr(01p), . ..,tr(Oy p) to € additive error.

The proof for this theorem is provided in Appendix E.

IV. DISCUSSION

The classical shadow formalism [8] provides an experi-
mentally feasible alternative to full quantum state tomog-
raphy that allows one to predict many properties of an
unknown quantum state from very few samples of the state.
However, its rigorous guarantees require that these prop-
erties are chosen nonadaptively, whereas adaptivity is a
natural component of scientific research. This work makes
progress in understanding adaptivity in analyzing data
from quantum experiments. We show that obtaining simi-
lar sample complexity guarantees as the classical shadow
formalism in the adaptive setting is difficult even in highly
restricted cases. For local and Pauli observables, we prove
that it is not possible in general to prevent an adaptive
attack using O(log M) samples, where M is the number of
queried observables. Moreover, this holds even when the
system size is only polynomial in M. However, in the case
of bounded-Frobenius-norm observables, we show that it
becomes possible to predict many properties with few
samples, maintaining the same scaling as in the classical
shadow formalism with respect to M. We remark that other
works such as Refs. [13,14] have previously suggested
a connection between adaptive data analysis and shadow
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tomography. Our work provides extensive evidence of this
connection, demonstrating that results from adaptive data
analysis can be used to prove new sample complexity and
impossibility theorems for shadow tomography, and vice
versa.

Despite the progress made in this work, many ques-
tions remain open. For local and Pauli observables we
showed that if the system size is large enough, then no
algorithm can prevent an adaptive attack. What are some
other families of observables, where adaptive queries can
lead to erroneous predictions? While we were able to
design a sample-efficient algorithm for predicting adap-
tively chosen observables with bounded-Frobenius-norm,
our algorithm is computationally inefficient. The main
bottleneck in our algorithm is a projection onto a low-
dimensional subspace. Are there computationally effi-
cient algorithms for predicting bounded-Frobenius-norm
observables with a sample complexity of poly log(M)?
Or is there a computational lower bound that cannot be
surpassed? We remark that there are well-known com-
putational hardness conjectures in classical adaptive data
analysis, where any algorithm with a N = poly log(M)
sample complexity is expected to be computationally inef-
ficient. However, bounded-Frobenius-norm observables
are sufficiently structured such that assuming these com-
putational hardness conjectures does not yet rule out the
presence of computationally efficient quantum algorithms.
We also remark that if one allows system size dependence
N = poly(n,log M), then the algorithms in Refs. [49,50]
achieve a computationally efficient algorithm for low-rank
observables.

V. METHODS

In this section, we describe the key ideas behind the
proofs of our results. The lower bound proofs for local
and Pauli observables are provided in Appendixes B and C.
Both proofs leverage interactive fingerprinting codes [46]
(see Appendix A3 for an overview) to establish their
guarantees, a technique also employed by Ref. [32] in clas-
sical adaptive data analysis. To prove upper bounds for
bounded-Frobenius-norm observables, we first introduce a
new threshold search algorithm and a shadow tomography
algorithm based on classical shadows in Appendix D. Sub-
sequently, in Appendix E, we present our main algorithm,
which integrates these two algorithms as the major subrou-
tines, and prove that it achieves the desired log M upper
bound. We give an overview in the following sections.

A. Lower bounds for local and Pauli observables

We establish the lower bounds in Theorems 1 and 2
by reducing them to the guarantees of IFPCs [46]. While
the relationship between classical adaptive data analysis
[15,32,45] and fingerprinting codes is well-established,
its extension to quantum adaptive data analysis remains

largely unexplored, particularly when the queried observ-
ables are constrained to specific classes. Our primary
technical contribution in this section is demonstrating
that the requisite IFPC conditions can be satisfied within
the quantum interaction model, even when the analyst
is limited to querying only local and Pauli observ-
ables.

It is worth noting that our techniques can be adapted to
derive new classical lower bounds for analogous problems
in classical adaptive data analysis (see Corollaries B1 and
C1 in Appendixes B3 and C 1, respectively). This under-
scores the broader applicability of our approach beyond the
quantum realm.

Interactive fingerprinting codes serve as a crucial com-
ponent in establishing lower bounds for classical adaptive
data analysis. Our proofs for Theorems 1 and 2 involve
embedding IFPCs into a quantum interaction game with
local and Pauli observables. The idea is to reduce our
problem to IFPC by designing an analyst such that if the
mechanism answers all of the analyst’s queries accurately,
then it contradicts the definition of an IFPC. To elucidate
the underlying principles of IFPCs, we provide a con-
cise overview (for a more comprehensive treatment, see
Appendix A 3).

Consider a scenario with d users, some of whom form
a colluding group creating illegal content. The primary
objective of an IFPC is to embed watermarks into the con-
tent with sufficient sophistication to enable tracing of any
illegally created material back to its source. IFPCs func-
tion within an interactive game involving an adversary
‘P (representing the colluding group) and a fingerprint-
ing code F. In this setup, F distributes watermarks to all
users, while P aims to generate illegal content without get-
ting caught. The game unfolds over multiple rounds. In
each round, F examines the illegal content and identifies
potential members of the colluding group. A fingerprint-
ing code is deemed collusion resilient if it can accurately
identify colluding users while avoiding false accusations.
The IFPC guarantee asserts the existence of a collusion-
resilient interactive fingerprinting code capable of adap-
tively tracing a colluding group of size N within O(N?)
rounds.

Let us revisit the interaction model between an analyst
and a mechanism, where the mechanism exclusively has
access to N copies of the unknown quantum state p, and
the analyst queries observables for their expectation val-
ues. In this scenario, the mechanism strives to respond
to the analyst’s queries without divulging excessive infor-
mation about the samples, while the analyst attempts to
adaptively extract this information to force the mechanism
into generating incorrect answers.

At a high level, the analyst utilizes the IFPC algorithm
of F to force the mechanism to predict inaccurate values.
We construct a quantum state where “users” are embedded
as computational basis states. The quantum mechanism
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aims to hide the computational basis states in the mixture,
just as the adversary P aims to hide colluding users. By
enforcing the same restrictions on the mechanism as the
adversary P, the IFPC guarantees apply so that there exists
a strategy for identifying the computational basis states
in O(N?) adaptive queries to local and Pauli observables.
Then, the analyst can force the mechanism to fail by choos-
ing queries that overfit to the samples. More specifically,
the parallel between this model and the IFPC setting can
be drawn as follows:

(a) The analyst assumes the role of the fingerprinting
code F, selecting queries strategically.

(b) The mechanism corresponds to the adversary P in
the IFPC game.

(c) The colluding users are encoded into the unknown
quantum state p.

(d) The queried observables correspond to the water-
marks in the fingerprinting code.

Provided that the conditions of the IFPC game are main-
tained (i.e., the adversary P, and by extension the mech-
anism, only accesses information from nonaccused mem-
bers of the colluding group), the collusion-resilient guar-
antees of the IFPC remain valid. Consequently, the mecha-
nism can be compelled to provide inaccurate answers after
O(N?) queries. This directly aligns with our objective in
proving the sample complexity lower bound. Therefore,
our task reduces to constructing the density matrix p and
a strategy for the analyst in a manner that satisfies the
conditions of the IFPC game.

The IFPC game requires the following two conditions to
hold, which we refer to as the IFPC conditions.

(1) The fingerprinting code F (i.e., the analyst) must
have the capability to query any watermarking
assignment from the set {—1, 1}¢, where each user
is assigned either —1 or 1.

(2) The adversary P (i.e., the mechanism) can only
access the watermarks of nonaccused users in the
colluding group.

To satisfy these conditions in our quantum setting, we con-
struct p as a mixture of d = 2000N computational basis
states, each representing a user. The analyst’s objective
is to recover the computational basis states in the sam-
ple. This is achieved by measuring specific qubits in the
Z basis, which deterministically assigns each user a value
of —1 or 1, effectively serving as the watermark. To fulfill
the first IFPC condition, we consider the following. For the
local observables case:

(a) The analyst queries observables from the set {Z; :
i € [n]}, where Z; is the Pauli Z observable acting
solely on the ith qubit.

(b) The number of qubits scales as 2¢, with each qubit
encoding one possible watermarking assignment
from {—1, 1}“.

For the Pauli observables case:

(a) The analyst queries observables from the set Z, €
{1,Z}®", where b € {0,1}" indicates which qubits
are acted on by the Pauli-Z operator.

(b) The number of qubits scales as O(d), which signifi-
cantly reduced the system size needed to encode all
watermarking assignments.

To satisty the second IFPC condition, we employ distinct
strategies for local and Pauli observables. For local observ-
ables, we implement randomization in the selection of p.
This randomization conceals information from the mech-
anism, ensuring it only accesses data from nonaccused
members of the colluding group. For Pauli observables, we
incorporate an encryption scheme. This encryption simi-
larly restricts the mechanism’s access to information from
nonaccused colluding group members.

For both cases, we allocate new qubits to encode water-
marking assignments for each of the M rounds. This
crucial step ensures that information remains hidden across
different rounds of the interaction. Consequently, we intro-
duce an additional factor of M in the number of qubits
required for both the local and Pauli observables lower
bounds. These strategies collectively guarantee that the
mechanism’s access to information aligns with the IFPC
game’s constraints, thereby preserving the integrity of our
quantum implementation of the IFPC framework.

With these conditions established, an analyst using the
fingerprinting code F in the IFPC game inherits its guaran-
tees, forcing any mechanism to fail rapidly. The interaction
proceeds as follows:

(a) In round j € [M] of the interaction, the analyst
queries observables Z, [51], where x corresponds
to the watermarks sent by F to the adversary P in
round j of the IFPC game.

(b) Through adaptive querying of Z, observables,
the analyst accumulates information, enabling the
recovery of computational basis states in the sample
provided to the mechanism.

(c) Upon gathering sufficient information about the
sample, the analyst forces the mechanism to produce
inaccurate responses. This strategy bears similarity
to the adaptive attack in Sec. IT A.

The IFPC guarantees ensure that the analyst can force any
mechanism to respond inaccurately within O(N?) queries.
This directly yields our sample complexity lower bound
of N = Q(v/M), establishing a fundamental limit on the
efficiency of quantum mechanisms. The IFPC conditions
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also yield the requisite system size for our lower bounds.
For local observables, the required number of qubits is n =
QWM ZW), which scales exponentially in the number of
observables queried M. Meanwhile, for Pauli observables,
the system size is much smaller, i.e., n = Q(M>/?).

B. Adaptive algorithms for classical shadows

We establish rigorous guarantees for new adaptivity-
resistant algorithms using the classical shadow formalism
[8] for shadow tomography and threshold search, which we
black-box apply as subroutines to our main algorithm for
predicting bounded-Frobenius-norm observables. While
quantum threshold search [14] and Aaronson’s shadow
tomography [7] may also be substituted to yield system-
size-independent upper bounds, we achieve improved scal-
ing by integrating classical shadows [8] with classical
adaptive data analysis tools (see Remark E1). Moreover,
these algorithms achieve sample complexity bounds that
scale better with certain parameters, so we believe them to
be of independent interest.

By combining classical shadows and the private mul-
tiplicative weights algorithm [31], we derive a shadow
tomography algorithm requiring

samples. Here, m is the number of bits needed for
the classical shadow description and || O;||shadow 1S the
shadow norm of observable O; [8]. For m = O(n?)
(applicable to local and bounded-Frobenius-norm observ-
ables), this improves upon the best-known scaling [14] of
On log? M /€*) by a factor of log M /e, at the cost of the
shadow norm term. Notably, the shadow norm is constant
for bounded-Frobenius-norm observables.

We develop a new threshold search algorithm by incor-
porating the sparse vector algorithm [52] from classical
adaptive data analysis and introducing a preprocessing
step for classical shadows. We also employ a new vari-
ant of classical shadows derived from uniform POVM
measurements [53], which offers enhanced concentration
properties, leading to improved € scaling.

The main new feature of our threshold search algorithm
is its “strong composition” property, enabling sublinear
sample complexity growth when adaptively combining
multiple instances of threshold search. This contrasts with
previous quantum threshold search algorithms, such as
Ref. [14], which compose linearly. In those algorithms,
each instance runs until an above-threshold event occurs,
necessitating fresh copies of p for each new instance. Con-
sequently, for a budget of £ above-threshold events (termed
“mistakes” in Ref. [14]), the sample complexity includes a
linear factor of £.

In contrast, classical adaptive data analysis algorithms,
particularly the sparse vector algorithm, leverage differ-
ential privacy to achieve a quadratic improvement in
composing multiple instances, introducing only a factor of
V. By utilizing classical shadows, our threshold search
algorithm inherits this property, requiring

Nis= 0 (@ max M) 3)

samples. This improves over the best-known quantum
threshold search algorithm [14], which has a sample com-
plexity of O(¢ log2 M /€%). Our approach reduces the sam-
ple complexity by a factor of v/¢log M, albeit at the cost
of introducing a bound on the Frobenius-norm.

C. Upper bound for bounded-Frobenius-norm
observables

We leverage our new shadow tomography and thresh-
old search algorithms to design an improved algorithm
for predicting bounded-Frobenius-norm observables. To
build intuition, we first consider the case of single-rank
observables before extending to bounded-Frobenius-norm
observables. We adopt the terminology of “student” and
“teacher” from Ref. [14] to describe the two main compo-
nents of the mechanism. For any query |v/) (1], the student
predicts o for (| o |v), while the teacher verifies this pre-
diction. If 0 is e-close to (¥| p |v), the teacher outputs
“pass”’; otherwise, it declares a “mistake” and provides the
correct value.

In our algorithm, the student and teacher use the shadow
tomography and threshold search algorithms, respectively.
This is different from Aaronson’s shadow tomography
protocol [7], which uses an online learning algorithm
[54,55] to implement the student. In Aaronson’s proto-
col, the student learns a full 2" x 2" representation of
the n-qubit quantum state p, which introduces the dimen-
sion dependence in its sample complexity. Our approach
replaces the student with an algorithm that learns a low-
dimensional representation of p via iterative dimension
expansion. Here, the student only needs to run a low-
dimensional instance of shadow tomography to learn this
low-dimensional representation, avoiding the dimension
dependence. This is sufficient for predicting expectation
values of bounded-Frobenius-norm (and low rank) observ-
ables and enables learning with few samples.

We make two key observations:

(1) Given any quantum state p, there exists a low-
dimensional subspace S such that for all pure state
|) and |s) (the projection of [) to §),

@ lply) — (Uslplvs) | <e. “4)
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(2) Given S, there is a low-dimensional quantum state
0 such that

(sl p|¥s) = (¥sl p |¥s) . &)

Note that o can indeed be constructed to satisfy
the required properties of a quantum state (i.e.,
Hermitian, positive semi-definite, and unit trace).

In light of these two key observations, our algorithm tasks
the student with learning (1) the subspace S and (2) an
approximation of the low-dimensional quantum state o
(which is used to predict (¥s| p |¥s)). At a high level,
the student runs a low-dimensional instance of shadow
tomography (using our new adaptive shadow tomography
algorithm) in order to learn p and produce predictions. At
the same time, the student maintains a running guess of
S. Every time the teacher declares “mistake” on the stu-
dent’s prediction, the student will apply a correction on S.
Notably, the teacher only plays an indirect role in learning
0 (in the sense that a “mistake” declaration by this teacher
may not necessarily trigger an update to the representation
of p) [56]. This is another key difference with Aaron-
son’s protocol, where the teacher in their algorithm directly
facilitates learning the full quantum state representation p.
We outline the steps in the algorithm below:

(1) For each received query |v), the student projects
|[Yr) into S and uses the new shadow tomography
protocol to predict 0 = (Y| o |s).

(2) The student asks the teacher (the new threshold
search algorithm) to check if [0 — (Y| p |Y) | < €.

(3) If the teacher declares a mistake, the teacher will
produce the correct expectation value o’ using clas-
sical shadows.

(4) In the case that the teacher declares a mistake, the
student will apply a correction by adding the query
[Yr) to S, where the new subspace is now defined as

span(S U {|y)}).

The key result to showing that the sample complexity is
dimension-independent is the following lemma.

Lemma 1 (Mistake bound). A student algorithm that
correctly predicts 0 = (Ys| p |¥s) will make at most
O(1/€?*) mistakes.

Intuitively, if a mistake is declared on |y), we show
that the component of |y) orthogonal to S has expectation
value Q (e?) with respect to p. However, there can exist at
most O(1/€?) such states, implying the lemma. The full
proof is presented in Appendix E 1.

Using this lemma, one can show that since the number of
mistakes is not very large, the threshold search algorithm
will not need to make too many corrections (i.e., the budget
parameter £ is not too large) and can thus be implemented

sample-efficiently. Together with the sample complexity
bounds in Egs. (5.1) and (5.2) this yields that

N=@<logM) ©)

€3

samples are sufficient to predict single-rank observables.

To extend to bounded-Frobenius-norm and low-rank
observables, we only need to make the following modi-
fications: (1) define a processing step that “projects” the
queried observable O to S, and (2) when a mistake is
made, add every eigenstate of O with a sufficiently large
eigenvalue (in magnitude) to S. In the case of observables
with Frobenius norm Tr(O?) < B, the number of mistakes
is O(B?/€e*), yielding the corresponding increase in the
sample complexity stated in Theorem 3. For low-rank
observables, the number of mistakes is only O(R?/€?),
in which case we maintain the same € dependence as for
single-rank observables.
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APPENDIX A: PRELIMINARIES

In Appendix A1, we formally define the interac-
tion models used in classical adaptive data analysis
(Appendix A 1 a) and our setting of quantum adaptive data
analysis (Appendix A 1b).

In Appendix A 2, we review several previous nonadap-
tive methods for predicting expectation values with favor-
able sample complexity. Specifically, in Appendix A2a,
we review the classical shadow formalism [8]. Classi-
cal shadows are present in many of our algorithms to
achieve sample complexity upper bounds, so it is helpful
to understand this formalism. We also review an algorithm
[47] for predicting expectation values of nonadaptively
chosen Pauli observables in Appendix A2b, which we
adapt in one of our sample complexity upper bounds. In
Appendix A2c, we also describe a different version of
classical shadows in which the shadow is created via inde-
pendent measurements of the uniform POVM [53] rather
than the random measurement scheme in Ref. [8].

In addition, we review tools that will be useful through-
out our proofs. In Appendix A 3, we describe fingerprint-
ing codes [58], which are utilized heavily in our proofs
of the lower bounds. Another tool used in our lower
bounds is private-key cryptography, which we review in

Appendix A 4.
Throughout the Appendixes, we use the notation [m] for
some m € N to denote [m] £ {1, ..., m}. We also assume

that the spectral norm of the observables we want to predict
is bounded by one: [|O||» < 1.

1. Interaction models
a. Statistical query model

We first introduce a classical model common in the
adaptive data analysis literature, which we will refer to
as the adaptive statistical query model [15]. In the next
section, we will establish an analog in the quantum set-
ting. Suppose there is an unknown distribution D over a
data universe X’ with dimension n. The goal is to design
an algorithm to answer statistical queries [59,60], which
are specified by a function ¢ : X — [0, 1]. The true value
of the query ¢ is denoted as

9(D) £ K [q()] (AD)

x~D

We would like to estimate the true expectation value
q(D) as accurately as possible, but we typically do not
have direct access to D and are instead granted access
to a sample S = (x1,...,xy) ~ DV, ie., each x; € S is
sampled 1i.i.d. from D. The most straightforward way to
estimate g(D) is to compute the empirical mean ¢(S) =
1/N le_ <s 9(x;). Note that statistical queries must satisfy

E [¢(S)]=q(D).

S~DN

(A2)

However, an algorithm simply outputting ¢(S) may fail
after only a few queries if the queries are selected adap-
tively (e.g., see the feature selection attack in Ref. [16] and
Lecture 3 of Ref. [61]). In general, we will need to design
a mechanism that outputs a response based on S to protect
against adaptivity.

Formally, the interaction can be described as a game
between an analyst A and mechanism M. In general, the
analyst and mechanism do not have access to the exact
true distribution D, and only the mechanism has access
to the sample S. A and M interact over k rounds, where
in each round j, (1) A asks query ¢/ and (2) M uses
S to generate a response @ € [0, 1]. Here, the analyst’s
access to the sample S in the form of answers to statisti-
cal queries is the same as that of statistical query learning
[59]. However, in this case, A and M can depend on prior
history. Specifically, the analyst can choose queries adap-
tively based on the transcript of prior interactions 77 =
(q',a',...,¢~',d~"). This is in contrast to the typical
setting in which the queries ¢/ are specified beforehand.
Again, the goal is to design a mechanism that can answer
these adaptive queries correctly, where we characterize its
accuracy as follows.

Definition AI. A mechanism M is (¢, 8)-accurate for k
queries ¢', . . ., ¢" if for every analyst A and distribution D,

Pr [max g/ (D) —d| < e] >1-38, (A3)
J€lk]

where the probability is over the randomness of M, A, and
the dataset S ~ DV. Here, ¢ denotes the mechanism M’s
response to the query ¢/ .

b. Quantum interaction model

With this motivation from classical adaptive data analy-
sis, we now discuss the interaction model in the quantum
setting. Consider a game between a classical analyst A
and a quantum mechanism M. The interaction can be
described as follows. Suppose p is an n-qubit unknown
quantum state and that M has access to N copies p®V.
First, M applies an initial unitary Uy to p®" and a set of
ancilla qubits,

WO(p®Y) = Us(p®" @ [0 )0 PUT,  (Ad)
where W (p®V) denotes the mechanism’s quantum state
at round j given access to the samples p®V stored in
quantum memory. This executes any preprocessing on
the input data. After this initial preprocessing, the ana-
lyst and the mechanism will alternate turns. The analyst
adaptively generates a classical query ¢/ at round j (e.g.,
a classical description of an observable O). Sometimes,
we will also denote the query as o/ to align with the
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ALGORITHM 1.

Quantum interaction model.

Let p be an n-qubit density matrix and M be the number of properties to be tested.

Mechanism obtains samples p®7.
for j =1 to M(N) do

Let 77 be the transcript of prior interactions 77 = (¢*,a',...,¢’ ', a’ ). ‘
Analyst A(T?) generates query ¢’ corresponding to a property to be tested such that ¢’(p) € [-1,1].

Mechanism M(77,¢’, p®V) generates response a’ € [—1,1].

end

notation of Ref. [8]. Moreover, we assume throughout
the work that the observable O corresponding to this
query has [|O]l < 1, an assumption that is also present
in Ref. [8]. This query can be viewed as an additional
input in the mechanism’s quantum state. Then, the mech-
anism responds to the query by performing a unitary on
its current state, measuring some of the qubits, and return-
ing the classical output ¢ to the analyst. This interaction
is described at a high level in Algorithm 1. More for-
mally, let 77 be the transcript of prior interactions up to
roundj,ie., 7/ = (¢',a',...,¢ 7', ). For each round
j=1....,M,

(1) A generates query ¢/ based on 77 and gives it
to M.

(2) M takes ¢/ as input and applies a unitary U; to
its current quantum state W ™! before perform-
ing a partial measurement I1; = |&/ )@/ | ® I. Here,
the mechanism only measures some subset of the
qubits so that the measurement operator is identity
on the remaining unmeasured qubits. The classical
outcome ¢ from this measurement is observed and
given to A with probability

(I, (U, 0V ' @ |¢’ g/ PUD). (AS)

The mechanism’s post-measurement state is
UV o g )lg huj)

(T (U, OV 1 @ |g/ g/ DU
(A6)

W (p®V) £

We now discuss what it means for a mechanism to be
robust against any adaptive analyst (or for an analyst
to force the mechanism to fail). We first note that for
any quantum mechanism M and classical analyst A, the
interaction can be encoded in the following state:

o & Y pa@ITh - palgu| T [THH)THH
q'.gM

l

(AT)

where p4(g;|T') denotes the probability that the analyst .A
selects query ¢/ conditioned on the past history of interac-
tions. We can define an observable O,, dependent on p that

encodes a mechanism’s error in a given interaction, i.e.,

(0, |TMHYTMH)) = max |¢; () —d|  (A8)

is the mechanism’s maximum error under transcript 7 ¥+
So the expected error of the mechanism is tr(O,0). Denote

M
Pl 2 [ []pate1T) (A9)

J=1

as the probability of transcript 7¥+! occurring. We say
that a mechanism can always answer M adaptive queries
to € error with probability 1 — § if for any analyst A,

> PEz1-s.

Ttr(0p | TXT])<e

(A10)

2. Review of previous nonadaptive methods

In this Appendix, we provide a brief overview of previ-
ous work [8,47,53] that can be used to predict expectation
values of nonadaptively chosen observables. In particu-
lar, we review the classical shadow formalism (which
can predict expectation values of, e.g., local observ-
ables and observables with bounded Frobenius norm) in
Appendix A2a, an algorithm for predicting expectation
values of Pauli observables in Appendix A2b, and a
version of the classical shadow formalism using measure-
ments of the uniform POVM in Appendix A2c. As we
discuss later, all of these methods implicitly assume that
the observables are chosen nonadaptively. We review them
here because we build on them in our new algorithms.

a. Classical shadow formalism

In this Appendix, we briefly review the classical shadow
formalism with an emphasis on aspects that are important
in our proofs. For a more detailed presentation, we direct
the reader to Ref. [8]. We note that there exist several other
techniques for constructing efficient classical representa-
tions of quantum systems to predict properties [9,62—66],
but we focus on the classical shadow formalism in this
work.

Recall that the goal of the classical shadow formalism
is to construct a succinct classical representation of an
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unknown n-qubit quantum state o that suffices to predict
properties tr(O;p) for observables Oy,...,0y. One can
construct this classical representation, called the classical
shadow, by applying a unitary transformation p — UpUT,
measuring all qubits in the computational basis to obtain
an outcome |b) for b € {0, 1}", and repeating this process
several times. Here, U is a unitary selected at random from
a fixed ensemble of unitaries /. Different choices of I/ lead
to different guarantees, as we discuss later. After measur-
ing in the computational basis, we can apply the inverse of
U to the outcome state to obtain U' |l;) (i)l U. In expectation
(over the random choice of unitary and the measurement),
this quantity contains can be viewed as a quantum channel
applied to p,

M(p) =E[UT|B)<?)|U]. (A11)
Thus, applying the inverse of this quantum channel to our
classical data U" |13) (13| U gives us an approximation of p,

p=M" (UT|13><13|U) : (A12)
The classical shadow representation is then a collection of
such p after repeating this measurement procedure several
times,
(A13)

S(o; T) £ {p1s. .., prl-

We can then predict properties tr(O;p) using the clas-
sical shadow via median-of-means [67,68]. Specifically,
one can split the classical shadow into K equally
sized parts, take the empirical mean of each of these
parts to obtain Ay, compute the property tr(O;pqx)) for
each of these empirical means, and then take median
median(tr(O;p(1)), - - ., tr(Oipx))) of the results. For this
simple procedure, the classical shadow formalism achieves
the following rigorous guarantee for predicting expectation
values.

Theorem Al (Theorem 1 in Ref. [8]). Let Oy,...,0Opy
be Hermitian 2" x 2" matrices, and let €, € [0, 1]. Then,

2
N=o(8MO) o - T (A14)
62 I=i=M 2" shadow

copies of an unknown quantum state p suffice to predict o;
such that

|0; — tr(Oip)| < € (Al5)
forall 1 <i < M, with probability at least 1 — §.

Here, |‘|lshadow denotes the shadow norm, which
depends on the ensemble of unitary transformations used

to create the classical shadow. Explicitly, the shadow norm
is given by

” 0 ” shadow — Mmax
o :state

1/2
x| E > 0lUsU" |b) (5| UM (O)U" [b)?
u~u
bef0,1)"
(A16)

There are two examples of unitary ensembles empha-
sized in Ref. [8] that we also focus on here. These are the
cases of tensor products of random single-qubit Pauli gates
and random n-qubit Clifford circuits. Random Pauli mea-
surements allow us to predict properties for local observ-
ables while random Clifford measurements allow us to
predict properties for observables with bounded Frobenius
norm tr(O?). In what follows, we provide sample complex-
ity upper and lower bounds for predicting properties with
respect to local observables and observables with bounded
Frobenius norm.

Moreover, in the local observable case, there is a partic-
ularly simple form for the inverse quantum channel M ™!,
which we make use of in the later sections. In particular,
when predicting local observables, the random unitary U =
Uy ®---® U, can be written as a tensor product of ran-
dom single-qubit Pauli gates. Then, the inverse quantum
channel is given by

n

5 =Q (3l )ei|u - 1),

j=1

(A17)

where i)l, e l§,, € {0, 1}. Note that for local observables,
the classical shadow of a quantum state can be stored
efficiently in classical memory because

Ulb,){B; |U; € 410),11),14) 1= 1+), =)} (AI8)

This is clear because each of the U; are Pauli gates. Thus,
we can represent each classical snapshot p; using O(n)
bits (O(1) bits to store which of the 6 Pauli eigenstates

UJT ‘l;)(b; | U; is for each of the n qubits). The entire clas-

sical shadow S(p;T) = {01, ..., or} can then be stored in
O(nT) bits.

b. Nonadaptively chosen Pauli observables

In this Appendix, we give an overview of the algorithm
from Ref. [47]. We utilize this in Appendix C 2 to prove the
sample complexity upper bound for predicting expectation
values of adaptively chosen Pauli observables. For a more
detailed presentation, we direct the reader to Ref. [47].

Given copies of an unknown r-qubit quantum state,
the goal of the algorithm from Ref. [47] is to predict
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expectation values tr(P;p), of M different (nonadaptively
chosen) n-qubit Pauli observables Py,..., Py, i.e., P; €
{I,X,Y,Z}®" For this task, Ref. [47] achieves the follow-
ing rigorous guarantee.

Theorem A2 (Theorem 4 in Ref. [47]). Lete,§ > 0. Let
Pi,....,Py €{I,X,Y,Z}®" be M n-qubit Pauli observ-
ables. Then,

(A19)

N:@<M>

et

copies of an unknown quantum state o suffice to predict p;
such that

i — tr(Pip)| < € (A20)

for all 1 <i < M, with probability at least 1 — §.

The algorithm that achieves this sample complexity
upper bound estimates tr(Pp) in two steps. First, the
algorithm estimates the magnitude |tr(Pp)|?. Second, the
algorithm determines sign(tr(Pp)).

In the first step, one performs N; rounds of Bell mea-
surements on p ® p. In this way, one can obtain classical
measurement data S@ = {S,(:)}ke[n], where ¢ € [N;] cor-
responds to the #’th round of measurement and k € [n]
corresponds to the kth qubit. Then, the algorithm esti-
mates the magnitude |tr(Pp)|? via the following classical
processing. Let P = 01 ® - - - ® g,,. We can compute

ars”) =T (@ @onsf’) e (£1)
k=1

(A21)

for each ¢ e [N;], where we suggestively denote this
quantity by g¢p, similar to our query notation from
Appendix A 1. Huang et al. [47] shows that the expectation
of gp is the value we wish to estimate

E [qp(S™)] = |tr(Pp)I*. (A22)

Thus, one can estimate this expectation value with the
empirical mean

N
1
ar({SVYien) = A ZQP(S@)- (A23)
L=

Then, Ref. [47] shows that if the Pauli observables
Py, ..., Py are selected nonadaptively, then

log<M/5>>

= (A24)

M =0

copies of the unknown quantum state p suffice to estimate
|tr(P;p)|> with error at most €2 forall 1 <i < M.

In the second step to determine sign(tr(Pp)), Ref. [47]
performs a coherent measurement on N, copies of p. This
measurement measures the eigenvalues of the Pauli oper-
ator P on each copy of p and takes the majority vote,
yielding an estimate for the sign of tr(Pp). For predicting
M Pauli observables Py, ..., Py, this requires

No=0O <—1°g(324/ ‘”) (A25)
copies of p in quantum memory. Moreover, the argument
in Ref. [47] allows one to reuse these N, copies of p stored
in quantum memory for each queried Pauli observable P;.
This is due to the quantum union bound [69] (a general-
ization of the gentle measurement lemma [70,71]), since
performing this coherent measurement does not disturb the
copies of the quantum state much so that one can perform
the coherent measurement repeatedly, for each observable
P; queried. Notice that this in fact makes this step of the
algorithm resistant to adaptivity.

c. Classical shadows from uniform POVM
measurements

In this Appendix, we discuss a different version of the
classical shadow formalism introduced in Appendix A2a
in which the shadows are generated from independent mea-
surements in the uniform POVM. This version was first
introduced in Ref. [53]. These classical shadows from uni-
form POVM measurements exhibit stronger concentration
properties than the canonical classical shadow formalism
[8] using Clifford and Pauli measurements. This prop-
erty will be important for our proof of Theorem D4 in
Appendix D 2.

The classical shadow is obtained by performing the
following measurement procedure: apply a Haar ran-
dom unitary to the state p — UpU' and then perform a
computational-basis measurement. Upon receiving the n-
bit measurement outcome |13) € {0,1}", we can store an
(inefficient) classical description of U Ib)A(blU in classi-
cal memory. Applying an inverse quantum channel, as in
the canonical classical shadow formalism [8], gives us an
approximation of p,

p=M" (UT ‘BX}S‘ U> , (A26)
where the inverted quantum channel is M~ (X) = (2" +
)X — . Note that E[0] = p, where the expectation is
over the random choice of unitary and the randomness in
the measurement results. The classical shadow represen-
tation is then a collection of such § after repeating this
measurement procedure several times,

(A27)

S(o;N) = {p1,..., 0N}
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The procedure above is equivalent to repeatedly mea-
suring the unknown state p with the uniform POVM
{d|v){v]| dv}, where dv is the unique unitarily invariant
measure on the complex unit sphere induced by the Haar
measure, and applying the same inverted quantum chan-
nel to the measurement results. This is similar to the
tomography methods in Ref. [72]. This is why we refer to
this version of classical shadow as using uniform POVM
measurements.

We can then predict properties tr(Op) using the classical
shadow by simply taking the empirical mean. Specifically,
we can produce an estimate o of tr(Op) as follows:

N
N R
0= N i:EI tr(0p;). (A28)

Because [E[p;] = p, this estimate clearly reproduces
tr(Op) in expectation. In what follows, we consider the
case where N = 1, i.e., we take 0 in Eq. (A26) to be our
classical shadow. The analysis easily generalizes to arbi-
trary N, but we will need the N = 1 case in Appendix D 2.

We now prove the key property that this classical shad-
ows estimate for the expectation value of an observable
exhibits exponential concentration.

Proposition Al. Fix an observable O and let 0 =
tr(0p), where p is an estimate of p as in Eq. (A26). Then
forany0 <t <1,

2

T
Pr[16 — E[6]] > 7] < 2exp [ ————
[ o)l = ] < p( 16B + 4+/Bt

) . (A29)

In order to prove the proposition, we require the follow-
ing two well-known results. First, recall a subexponential
formulation of the scalar Bernstein inequality. This is a
well-known result in probability (see, e.g., Lemma 5.4 in
Ref. [73]).

Theorem A3 (Scalar Bernstein inequality). Let X, ...,
X be independent random variables with zero mean and
variance o such that for all integers k > 2, there exists an
R > 0 such that

2
E|X,-|k§k!Rk‘2%i forall 1<i<m  (A30)

m

DX

i=1

Seto? =Y"", 02 Then, forall T > 0
t2/2

Pr|: 2{| <2exp (_UZ—I——RT)‘ (A31)

Second, we need the following result about the moments
of the uniform POVM, which follows from arguments in
representation theory (see, e.g., Refs. [72,74,75]).

Theorem A4 (Moments of the uniform POVM). Fix k €
N and let Py, » denote the projector onto the totally

symmetric subspace Sym® c (C?)®*. Then,

d+k—1\"
®kdy = P )
/Sd_l(lw(vl) v ( p ) Sym®

One can show this by using the unitary invariance of dv
to show that the left-hand side commutes with U®* for all
d x d unitaries combined with Schur’s lemma.

We can use Theorem A4 to prove bounds on the
moments of a random variable based on the classical shad-
ows estimate, which will then allow us to apply Theorem
A3 to obtain exponential concentration.

Lemma Al. Fix density matrix p of dimension d
and observable O such that tr(O?) < B. For p given
in Eq. (A26), define the random variable X = tr(0p) —
tr(Op). Then, for k > 2,

E[IX ] < k1(4B)">.

Proof. Set
tr(0) + tr(O
F—o_ X0 +u(0p), (A32)
d+1
Then, we can reformulate X as
X =(@Wd+1)(v|E|v) withprobd (v|pv). (A33)

We first focus on bounding even moments, i.e., £ even.
Using Theorem A4 to compute the expectation value,

E[1X [*]
=E[X"]=fd (ol pv) ((d+ 1) (0] E [v)¥dv
IS —1
(A34)

=d(d+ Dftr ((/ (|v><v|)®"+‘) P ®E®k>
Sd—l

(A35)
d+k\™
=dd+ 1)"(](:[ 1) tr(Pgymirn p @ E=F). (A36)

We bound the prefactor and the trace term separately. The
prefactor can be bounded as

d+k>—1_

(k+ D'd(d + D*
= @+h-@+na = ETY

The trace evaluates all possible contractions of the tensor
PREQ - ®E, yielding the bound

k
dd+1) <k+1

tr(Pg i p ® E®) < max{te(E), [Ellr)f.  (A37)

This inequality holds by using the definition of the projec-
tor onto the symmetric subspace, submultiplicativity of the
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trace, and p having unit trace. We compute this explicitly
for a few examples to convince the reader. Recall that, fol-
lowing the presentation in Ref. [76], the projection onto the
symmetric subspace can be written as

1
Pyt = 7 D Va(m), (A38)

TeSy

where

Vo) = )

for w € Sy with S; the symmetric group over k elements.
Then, the inequality in Eq. (A37) is clear for £ = 1 since

S2 = {()(2), (1 2)},

lig=1(1ys - sig=1) (i1, ikl (A39)

1
r(Psyme p ® E) = S (tr(p)tr(E) + tr(Ep)) = tr(E).
(A40)

Similarly, we can also show this for £ = 2, where S; =

{(D@)(3), (D2 3),(3)( 2),(123),(132),2)(1 3)},

tr(PSym(3)p REQE) (A41)

= é(tr(,o)tr(E)tr(E) + tr(p)tr(E?) + tr(E)tr(Ep)
+ tr(EpE) + tr(E*p) + tr(E)tr(Ep)) (A42)

= %(tr(E)z + tr(E?) + 2tre(E)tr(Ep) + 2tr(Ep)
(A43)

< é(tr(E)z +tr(E?) + 2tr(E)? + 2tr(E?).  (A44)

Here, if tr(E)? < tr(E?) = ||E ||§, then the above inequality
is bounded by tr(E?) = ||E|13. If tr(E?) < tr(E)?, then the
above inequality is bounded by tr(E)?. Thus, we have that

tr(Pgye p ® E ® E) < max(tr(E), |E[3)°.  (A45)

Similar calculations hold for general %, so it is clear that
Eq. (A37) holds.
We can further bound this quantity,

tr(Pgymirn p ® E¥F) < max{te(E), |E||r}* < B,

(A406)
This follows from the following computations:
tr(0O)
tr(E) = tr(0) — tr(O tr(O < —
1(E) = tr(0) d+1(r( ) =+ tr( p))_d+l
d
— tr(Op) < ——+1<2. A47
FE RO I (A47)

In the first inequality, we use the assumption that O <1
in PSD ordering. In the second inequality, we use that the

spectral norm of O is bounded by one,

IENF = tr(E?) (A48)
_ tr(0) + r(0p) 1\’
=tr ((0 - d—+1H> ) (A49)
_ N tr(0) + tr(Op)
= tr(O°) 2—d+ ] tr(0)
tr(0) +tr(0p)\*>
_ 2 d+2 2
= r(0?) = =73 1r(0)” = 53 r(O)r(Op)
d 2
+ @ 1)2tr(0,0) (AS1)
) d+2 ) 2
< tr(O%) s 1)ztr(O) R tr(O)tr(Op)
d 2
+ @ l)ztr(O) (A52)
ey 2 >
= tr(0°) ZEIE (tr(0)* + tr(O)tr(0Op))
(A53)
2
2 J—
< tr(O%) ax 1)2tr(0)tr(0,o) (A54)
< tr(0%) — 2 tr(0p)? (A55)
- (d+ 1)?
<B, (A56)

where we use the submultiplicative property of the trace
several times. In summary,

E[IX[¥] < (k+ D!B*? fork=2,4,6,.... (A57)

In order to bound the odd moments, we use the follow-
ing trick, which allows us to convert odd moments into

even moments. The function x — x¥/**D is concave on
the positive reals. Jensen’s inequality then implies

E[LX ] < (E[LX ] m, (A58)

Using Eq. (A57),

_ _k_
E[1X [¥] < ((k +2)!B*D2) BT < (k4 2)1842 (A59)

for k£ > 3 odd. The final claim follows from the observa-
tion:
(k+ D! < (k+2)! < 2fk! (A60)
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With this result,
Proposition Al,
Theorem A3.

we are now ready to prove
which follows by an application of

Proof of Proposition AI. Let X = tr(0p) — tr(Op),
where p is a classical shadow as in Eq. (A26). Then, since
E[5] = p, then we clearly have that X has zero mean
and X = 6 — E[6] when 6 = tr(Op). We want to bound
Pr[|)_(| > ‘L’]. By Lemma A1, we found that

E[1X |¥] < k!(4B)*/2. (A61)
Note that the variance of X is 8B by taking the second
moment bound in the above inequality so that choosing
R = 2«/§, X satisfies the conditions for Theorem A3.
Applying this, we have

Pr{|6 — E[5] > ] = Pr[IX| >

( B+2«/§r)

( 16B+4f ) (A62)

as claimed. [ |

3. Fingerprinting codes

Our sample complexity lower bounds for the local and
Pauli observable cases rely heavily on fingerprinting codes
and their guarantees.

Fingerprinting codes were originally introduced by
Ref. [58] within the context of watermarking digital con-
tent to prevent piracy. We first describe the intuition behind
these constructions and then give a formal definition. Sup-
pose we are distributing content to a group of d users,
but there is a size N colluding group S outputting ille-
gal copies. Note here that we are suggestively using the
same notation as previously introduced for the adaptive
data analysis setting (i.e., where N was the number of
points in the mechanism’s dataset S). Boneh and Shaw
[58] show that by assigning unique “watermarks” to the
content, one can trace illegal copies back to the user in
S that produced it. Importantly, the illegal copy must be

ALGORITHM 2.

consistent with one of the watermarks given to members
in S. Fingerprinting codes are a generalization of these
watermarks that can identify some user in S responsible
even when the users in S collude to construct an ille-
gal copy. Reference [77] gave optimal constructions for
fingerprinting codes. Moreover, fingerprinting codes are
central to sample complexity lower bounds in the differ-
ential privacy literature [78,79]. Interactive fingerprinting
codes [46] extend this idea even further, being able to adap-
tively identify each of the users in S one by one, where
constructions are given in Refs. [80,81]. Interactive fin-
gerprinting codes were used in Ref. [32] to prove lower
bounds for general adaptive data analysis problems, where
the idea is to adaptively choose queries (watermarks) such
that the analyst can identify every point in the dataset S.
Note that if the analyst knows S, he then can easily over-
fit, e.g., by choosing a query g such that g(x) = l ifx € S
and 0 otherwise.

With this intuition, we may now describe interactive fin-
gerprinting codes more formally. Interactive fingerprinting
codes operate according to a game between an adversary P
and fingerprinting code . This game has M rounds and is
presented in Algorithm 2. Again, here we are suggestively
using the same notation as before (i.e., where M was the
number of queries made by the analyst). During round j,
the fingerprinting code F broadcasts to every user i € [d]
a code ¢ € {0,1}. The colluding group S C [d] of size
N produces a code @ (for their illegal content), with the
requirement that it must satisfy consistency: there exists
a user i such that @ = ¢/ . At the end of each round, the
fingerprinting code F accuses a set of users and prevents
them from seeing any future broadcasts from JF. Thus, in
each round, the fingerprinting code F iteratively identifies
users in the colluding group S.

We give a security definition for an interactive fin-
gerprinting code based on this game IFPCy 4 (P, F).
Informally, we want both completeness and soundness
properties: the fingerprinting code should both be able to
identify the colluding users S and not make many false
accusations. To formalize this, we define the following
quantities. Let

¢ £ {1 <k<j| Aieldl,d =cl}| (A63)

IFPCy 4 (P, F) [32].

P selects colluding users S* C [d] (unknown to F)
for j =1 to M(N) do
F outputs column vector ¢ € {0,1}%.
Let cg
P generates o’ € {0,1}. This is given to F.
F accuses a set of users I’ C [d]. Let S =
end

AV

; €10, 1}|Sj| be the restriction of ¢/ to the coordinates of S7. This is given to P.
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be the number of rounds 1, ..
the adversary P is not consistent. Also, let

U #)\s

1<k<j

= (A64)

be the number of usersin /', . . ., I/ that are falsely accused
by F. We use these quantities to define a collusion-resilient
interactive fingerprinting code.

Definition A2 (Collusion-resilient interactive finger-
printing code). Let N be the size of the colluding group.
An algorithm F is said to be an N-collusion-resilient inter-
active fingerprinting code of length M for d users with
failure probability e if for every adversary P,

Pr [0M =0vyM > d/2000] < e.

A65
IFPC[P,F] (A65)

This says that a good (collusion-resilient) fingerprinting
code should be able to force the adversary P to be incon-
sistent (and hence identify the colluding users &) while not
making many false accusations. Here, we allow the finger-
printing code to falsely accuse a small constant fraction
1/2000 of the total number of users d.

Our lower bounds (and the classical adaptive data anal-
ysis lower bounds) require the existence of interactive fin-
gerprinting codes. We recall a construction of interactive
fingerprinting codes from Ref. [32].

Theorem A5 (Theorem 2.2. in Ref. [32]). For every
1 < N <d, there is an N-collusion-resilient interactive
fingerprinting code of length O(N?) for d users with fail-
ure probability € < O(1/d) and falsely accuses at most a
constant fraction of the users.

Note that in Ref. [32], they state and prove a more gen-
eral theorem, but this is all that we require. We consider the
special case of their theorem in which we tolerate falsely
accusing a small constant fraction of users, i.e., see Remark
2.3 in Ref. [32].

4. Cryptography
In this Appendix, we review some basic cryptography,

which we use in the proof of Proposition C1. We first
define a private-key encryption scheme.

Definition A3 (Private-key encryption scheme [82]).
Let A be the security parameter. Let K be the key space, M
be the message space, and C be ciphertext space. A private-
key encryption scheme is composed of three algorithms
(Gen, Enc, Dec), defined as follows:

(a) Gen(1%): On input the security parameter 1%, the
key-generation algorithm outputs a secret key sk €
IC at random.

.,J such that the output of

(b) Encgk(m): On input the secret key sk € K and the
plaintext m € M, the encryption algorithm outputs
a ciphertext ¢ € C.

(c) Decgk(c): On input the secret key sk € K and the
ciphertext ¢ € C, the decryption algorithm outputs a
plaintext m € M.

A private-key encryption scheme is correct if

Decsk(Encgk(m)) = m. (A66)

In addition to correctness, we want our encryption
schemes to be secure. In other words, from the encrypted
ciphertext, it should be difficult to recover the correspond-
ing plaintext. The definition of security we need in this
setting is perfect secrecy.

Definition A4 (Perfect secrecy [82]). An encryption
scheme (Gen, Enc,Dec) is perfectly secret if for every
pair of messages mg, m; € M and every ciphertext ¢ € C,

Pr  [Ence(mg) =c] = Pr
)

[Encsk(m) = c].
sk~Gen(1* sk~Gen(1%)

(A67)

In words, this means that for any pair of messages
mg, mp, it is impossible to distinguish the ciphertext of mj
from the ciphertext of m;. In fact, one can also devise
a simple perfectly secret private-key encryption scheme
called the one-time pad [83].

Definition A5 (One-time pad). Let A be the security
parameter. Let K = M =C = {0,1}* be the key, mes-
sage, and ciphertext spaces. The one-time pad is defined
by (Gen, Enc, Dec) as follows.

(a) Gen(1%): Output a uniformly random bitstring sk €
{0, 1}*.

(b) Encsk(m): Encrypt m € {0,1}* as ¢ = m & sk.

(c) Decsk(c): Decrypt c € {0, 1} as m = ¢ @ sk.

The perfect secrecy of the one-time pad was first proven
in Ref. [84]. We will not repeat the proof here.

APPENDIX B: LOCAL OBSERVABLES

We consider the task of predicting properties tr(Op),
where p is the unknown quantum state that we are given
copies of and O is a local observable with spectral norm
bounded by 1. Here, we consider a local observable to be
an observable acting on a constant number of qubits. In
this Appendix, we provide a proof of Theorem 1, which
characterizes the sample complexity for this problem. We
restate the theorem below.

Theorem Bl (Local observables, detailed restatement
of Theorem 1). There exists an analyst 4 and a den-

sity matrix p on n= QM220VM) qubits such that
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any [0.99,1 — (1/2000+/M)]-accurate quantum mecha-
nism M estimating expectation values of M adaptively
chosen single-qubit observables requires at least

N =QWM) (B1)
samples of the quantum state p. Meanwhile, for any €,5 €
(0,1/2) such that €8 > 4e~M/ log? Mloglog* M there exists
an (e, d)-accurate quantum mechanism M that can esti-

mate expectation values of M adaptively chosen k-local
observables using

: k
v_o (m1n{3 \/W,klog(n/(?)}) ©2)

€2

samples of the unknown n-qubit quantum state p. More-
over, the mechanism is computationally efficient and runs
in time poly(NV, n,log(1/5)) per observable.

In Appendix B 1, we begin with a warmup showing how
adaptivity can cause overfitting for the classical shadows
protocol [8]. Then, in Appendix B 3, we prove the sample
complexity lower bound, which states that there does not
exist a quantum mechanism that can accurately estimate
M adaptively chosen local observables given poly log(M)
copies of p. Finally, in Appendix B 4, we give a quantum
algorithm achieving a matching sample complexity upper
bound for answering adaptively chosen local observables.

In both Appendixes B 1 and B 3, we focus on the setting
where we are given N copies of a diagonal n-qubit den-
sity matrix p. This diagonal density matrix can be viewed
as the classical probability distribution D in the statisti-
cal query model. In addition, the analyst is constrained to
only querying local observables {Z; : i € [n]}, where Z; is
the Pauli Z observable that acts only on the ith qubit. In
this notation, we implicitly have the identity matrix on the
remaining qubits. For each query Z;, the mechanism aims
to estimate tr(Z;p). We show that for any mechanism, there
always exists a quantum state p (of this diagonal form) and
an analyst (even with this restricted power of only querying
Z; observables) such that the mechanism fails to estimate
the expectation value of the analyst’s adversarially chosen
observables.

In this setting, one way of viewing the problem is as a
classical problem involving n coins, whose joint distribu-
tion is dictated by the diagonal elements of p. The query
q(x) is the outcome of flipping one of the coins in sample
x, and the goal would be to predict the true biases g(D) of
the queried coins.

1. Adaptive attack

First, we demonstrate the dangers of adaptivity by con-
structing an attack querying only single-qubit observables
that is sufficient to cause the classical shadows protocol to

fail after O(N) queries, where N is the number of samples
of the unknown quantum state o the mechanism is given.
We devise the analyst’s adversarial strategy and a density
matrix o such that classical shadows fails.

Consider a density matrix p on n =M + 2™ qubits,
where recall M is the number of queries the analyst makes.
Here, the qubits are correlated such that the outcomes of
the last 2M qubits are completely determined by the first
M. Denote the power set as P([M]) 24n,... ,ILhul, e,
L =0, ={1},...,Lu = [M]. We will simulate a classi-
cal probability distribution by defining p to be the diagonal
matrix

pE ) P@IONQI0, (B3)
0€{0,1)"

where O = (Q1,...,0,) € {0,1}" so that |Q) is a com-
putational basis states. Here, we use subscripts to denote
labels for the different qubits. To construct an adversarial
density matrix, we effectively encode the classical distri-
bution from the feature selection attack of Refs. [16,61]
into the density matrix. Thus, we define the probability
distribution p (Q) as

P =pQr,...,0n)

s |aw IEMAIWQ; ti € ) = Ouyy, V) € [2Y],
0 otherwise,
(B4)

where MAJ({Q; | i € I;}) denotes the majority element of
the set {Q; : i € I;}. In other words,

MAJ({Q; s i € I}) = {1 it 2ieyy O > 0, (B5)

0 otherwise.

As a technical detail, the rule for Oy ; corresponding
to [ = ( can simply be set ahead arbitrarily, e.g., set to
always be 0. We can view the distribution p(Q) of the
qubits labeled by Q = (01, ..., Q,) as follows. The first
M qubits labeled by 0Oy, ..., Oy are uniformly distributed
over {0, 1} while the last 2" qubits Qur 41, . . ., Oy om are
uniquely determined by the first M qubits via a majority
voting rule.

For this density matrix, we want to show that there
exists an adversarial analyst that can cause the classical
shadows protocol with random Pauli measurements to fail
after O(N) queries. This means that the classical shad-
ows formalism for predicting local observables fails to
protect against adaptive queries. Recall that classical shad-
ows for predicting local observables are produced by (i)
repeatedly measuring each qubit of p independently in a
random Pauli basis and receiving output bitstring b) €
{0,1}" and then (ii) computing N classical snapshots of
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p of the form p; = ®;’:1(3U]€k)T

BN - D o

k=1,...,N, where U}k) is the Pauli matrix with respect
to which the j th qubit in the kth copy of p was measured.
Then, given a queried observable O from the analyst, the
classical shadow mechanism estimates tr(Op) by return-
ing a(0) =S 1/N Zgil tr(Opy), i.e., the empirical mean of
the expectation values on each of the classical snapshots
[85]. We refer to Appendix A2a and Ref. [8] for a more
in-depth presentation of the classical shadow formalism. In
our restricted setting, the analyst only queries from the set
of single-qubit observables {Z; : i € [n]}.

Finally, we describe the analyst’s behavior, which
causes classical shadows to fail. The analyst performs the
following procedure:

(1) Query Z,,...,Zy and receive a(Z;) fori € [M].
(2) Letl 2 {i e [M]:a(Z) > %ﬁ} Then query Zy,+
where [j+ = 1.

Here, because we indexed the power set P([M]) as
P(M)) =1{11,...,Lu} and I C [M], there clearly must
exist some j* € [2M] such that [;» = 1. We claim that
the mechanism’s answer a(Zy4;+) to the query Z;«
in Step 2 of the above procedure does not estimate the
true expectation value tr(Zy/;+p) well for p defined in
Eq. (B4).

The intuition for the attack is that the analyst looks for Z;
whose sample outcomes a(Z;) are especially biased toward
the positive direction. We could also have chosen to have
the analyst search for bias in the negative direction; as long

J

as the sample outcomes are all biased in some direction,
it does not matter which one. Each such Z; will skew the
empirical mean of every Zy,,; where i € /; in the positive
direction (since each such Z,,; is correlated with Z; in our
construction). Thus, Zy,; with I; = I will contain contri-
butions from every such positively biased Z;, which will
amplify its empirical bias toward the positive direction.

Formally, we have the following guarantee, which states
that the analyst overfits after linearly many queries.

Theorem B2 (Adaptive attack). There is a constant ¢
such that if M > c¢max(¥V,log(1/38)) and N > clog(1/4),
with probability 1 — 4§,

la(Zy+;) — tt(Zp4j )| = 0.99. (B6)

Proof. This can essentially be reduced to the feature
selection attack of Refs. [16,61] (Lecture 3).

We first describe the random variable Z; £ tr(Z:fy),
which is the expectation value of Z; with respect to the kth
classical snapshot py. First, let us consider the case when
the random Pauli measurement on the ith qubit is chosen to
be Z. This occurs with probability 1/3. Measuring the ith
qubit of the kth copy of p in the Z basis yields the outcome

IA),@>, which we denote as Bfk)> = |Qf‘> to distinguish it
from other measurement results, in line with the notation

in Eq. (B3). Measuring the other qubits j # i of the kth
copy of p in an independent random Pauli bases yield out-

comes ‘Igj(k)> Computing tr(Z; p;) explicitly in this case, we
have

2 = tr(Zipr) (B7)

—tvl|lU® - ®I0zelie -0 (és(/j"”' ;3}’”)(13;")‘ U 1 (BS)
e

= w2 |of) ek U — D) - [Tecu [P ) b0 | U - 1) (B9)

=uw(32Z|0)(0f| Z - 1) (B10)

g

where in the fourth line, we used our assumption that in this
case that the random Pauli measurement on the ith qubit is
chosen to be Z. Meanwhile, a similar computation shows
that if the random Pauli measurement on the ith qubit is

(

X or Y, the expectation value Z; evaluates to 3 or —3 with
equal probability.

In summary, with probability 1/3, the ith qubit is mea-
sured in the computational basis to be O so that Z; is —3
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or 3 if Q% is 1 or 0, respectively. With probability 2/3, Z; is
3 or —3 with equal probability.

Thus, notice that for all i, a(Z;) = 1/N Zszl tr(Z;pr) is
a (rescaled) binomial distribution taking values between
[—3, 3], where the expected value is 0 and the standard
deviation is 3/ J/N. This is because Qf-‘ takes values 1 or
0 with equal probability, so tr(Z;0;) is 3 or —3 with equal
probability by the above analysis.

We can use this to show that given M large enough,
then |/| = Q(M). Recall that a binomial random variable
deviates from its mean by a constant factor of its standard
deviation with constant probability, so

Prii e 1 =Praz) = 9/YN| =).  (B12)
Denote this probability as p. This implies that E[|/|] =
Q(M). Let X; be the random variable that is 1 when
i € I and 0 otherwise, and let X = Y/, X; = ||. By the
Chernoff bound,

PrlX < pM — 1] < exp(—2£/M). (B13)
By setting t = pM /2 and rearranging, we get that given
M > clog(1/§) for some constant ¢, then |/| = Q2 (M)
with probability at least 1 — (§/2).

Assuming |/| = Q (M), we will next show that with M
large enough and for a state O chosen uniformly at ran-
dom from the sample, the odds of the adaptively chosen
qubit Qyr4; being 1 is large. Denote Oy, to be the qubit
corresponding to /, where by our majority voting rule in
Eq. (B4), Qy+; = lifand only if ) ,, O; > 0. Moreover,
recall i € I if and only if a(Z) = 1/N Y4, tr(Zifr) >
9/+/N, where above we analyzed the random variable 2;
in two cases: (i) with probability 1/3 the ith qubit was
measured in the Z basis, in which case z; = tr(Z;p;) is 3
if OF = 1 and else —3, and (ii) with probability 2/3 the ith
qubit was measured in the X or Y basis, in which case Z; is
3 or —3 with equal probability. Let 7= {|0'),...,|0")}
denote the computational basis state realizations of the N
given copies of the quantum state p. Thus, for every i € /
and set T

1
E [1(Qi = D] > = E [L(tr(Zp) = 3)] (B14)
Oo~T 3o~1
1 N
=7 ; L(te(Zipr) =3)  (B15)
> éa(Zi) (B16)
1
R B17
> ik (B17)

where the first inequality follows by only considering case
(1) for the random variable z; above and discarding case

(ii). Thus,

_ M
E 2 1@=1 |z

(B18)
icll| N

This implies that Qy4; = lunless ), 1(Q; = 1) differs

from its expectation by more than |7|/+/N. Using another
Chernoff bound,

QI:TT[QMJrj # 1]

- Pr|:2 1(Qi=1<E [Z 1(Qi = 1)} - E—H

iel iel

(B19)
213
< exp (_N : |I|> (B20)
—2|1
= exp <—N ) . (B21)

If |I] > NIn(400)/2, then Pro-s[Oum4; # 1] < 1/400.
This follows if M > ¢ - N, for ¢ large enough. We will
now bound the difference the classical shadows out-
put a(Ou+;) and the empirical mean of measuring the
M + jth qubit of the samples in the Z basis q(Zy4;) =
1/N Y 0esll@usy = Dl = 1/NY s [LQusy # DI
Recall that with probability 1/3 the expectation value
tr(Zy4; pr) falls under case (i), where it matches the
output of measuring the (M +j)th qubit in the Z
basis, and with probability 2/3 it falls under case (ii),
where it randomly outputs 3 or —3 with equal prob-
ability. This is captured in the random variable X; =

tr(Zas+j Pr) — <Q’j{4+j ‘ Zv ‘Q’;,Hj ), which is defined as

follows. If (0}, ‘ Zotss ‘Q@ 4j) =1, X is 2 with proba-
bility 2/3 and —4 with probability 1/3. This is because if
<Q’/{4+j ‘ Znsj ‘Q’/{Hj> =1, then Oy, = 0 so that by case
(i) with probability 1/3, tr(Zy4; px) = 3. Hence, X =2
with probability 1/3. By case (ii), with probability 2/3,
tr(Zyr4j Px) is 3 or —3 with equal probability so that X; = 2
with probability 1/3 and X; = —4 with probability 1/3.
In total, we have that X; = 2 with probability 2/3 and
X = —4 with probability 1/3. If <Q§M ( Zotes )Q§4+j> -
—1, then by a similar argument, X} is —2 with probability
2/3 and 4 with probability 1/3. By applying Hoeffding’s
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inequality,

1
Pr|:|a(QM+j) —q(Zyy)| = ﬁ]

N . . ' N
=Pr |Ztr(ZM+jp) — (0] Zu+y |01 = o=

k=1

<2 N

exXpl —————¢.
= =17 158200)2
Taking N = clog(1/8) with ¢ being a large enough con-
stant yields Pr[|a(Qu+;) — ¢(Zy))| = ﬁ] < §/2. Tak-
ing union bound over this event and the event that |/| =
Q (M), we get that with probability at least 1 — §,

aZu+j) = q(Zu+j) — 200 (B22)
1
= 2 _[1Quy =1]
QeS
1 1
—— ) [1Qu+ # D]l — ==  (B23)
N ngs ! 200
1
- QPNrS[QMJrj =1]- QlirS[QM” # 1] - 300
(B24)
B »_oL (B25)
200 200
> 0.99. (B26)

Also, since Q'---QY are uniformly distributed over
{0, 1M, tr(Zys+; p) = 0. This yields the final result. [ |

2. Numerical experiment

We consider the same setting as the adaptive attack. For
our numerical experiments, we fix the number of samples
N = 10000 and vary the number of queries M that are
asked. The quantum state is determined by the majority
rule in Eq. (BS) and is uniform among pure states that
satisfy the rule, as in Eq. (B4). Recall that one can view
this setting as a classical problem involving n coins, whose
joint distribution is dictated by the diagonal elements of
p. Querying Z; observables gives the outcome of flipping
one of the coins. The goal is then to predict the true biases
of the queried coins. We simulate this equivalent classical
problem in our numerical experiments.

We simulate the same adaptive attack, where Zy, ..., Zy
are queried followed by an adaptive query Zy;+. The
adaptive error is taken as the error of the adaptively cho-
sen query. We run this for 100 random instances for M =
{100, 200, 400, 800, 1600, 3200, 6400, 10000} and com-
pute the mean error and standard deviation for each M. We
also compare this to a nonadaptive querying rule running

on the same instances, where the queries are fixed ahead
of time. Specifically, we query Zi, ..., Zy and then Zy;
where Q) is conditioned on three-quarters of the first A/
qubits. The nonadaptive error is computed by taking the
maximum error over these queries. Our numerical results
in Fig. 2 show that the adaptive error quickly becomes sig-
nificantly higher than the nonadaptive error as M grows.
This confirms our theoretical result from Theorem B2
and emphasizes how false discovery can occur in the
experiments. Our implementation for the numerical experi-
ments is available at https://github.com/jrrhuang/quantum-
adaptive-data-analysis [57].

3. Lower bound

In this Appendix, we prove a sample complexity lower
bound, which demonstrates that in general, we cannot
design a mechanism that can accurately estimate M adap-
tively chosen local observables given poly log(M) copies
of the unknown quantum state p. In particular, we show
that it is impossible to obtain the logarithmic dependence
on the number of queries M present in the classical shadow
formalism for the nonadaptive setting [8]. We prove the
following lower bound.

Proposition Bl (Local observables, lower bound).
There exists an analyst A and density matrix p with
system size n = Q(M2200VM) guch that any [0.99,1 —
(1/2000+/M)]-accurate quantum mechanism M estimat-
ing expectation values of M adaptively chosen single-qubit
observables requires at least N = (/M) samples of the
quantum state p.

While the lower bound on the system size may seem
large, our upper bound presented in the next section shows
that an exponential scaling in system size is in fact neces-
sary for such a lower bound to hold.

Similarly to the adaptive attack in Appendix B 1, we
consider the setting in which the analyst queries single-
qubit observables {Z;} and the mechanism has access to N
copies of a diagonal density matrix p. The idea behind the
proof of this lower bound builds on lower bounds found in
the classical adaptive statistical query setting [15,32,45]. In
particular, Ref. [32] showed an Q (VM) sample complex-
ity lower bound for the adaptive statistical query setting.
We provide a similar construction for an analyst interact-
ing with a quantum mechanism, which achieves this lower
bound even when the analyst only queries single-qubit
observables. The main tool for the proof will be inter-
active fingerprinting codes [46], which we reviewed in
Sec. A 3. The argument is similar to the proof of a sample
complexity lower bound for the adaptive statistical query
setting [32].

The idea is to reduce our problem to IFPC by designing
an analyst A such that if the mechanism M answers all
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of the analyst’s queries accurately, then we contradict the
definition of F being a collusion-resilient fingerprinting
code. In particular, we design an attack on the mecha-
nism that simulates the IFPC game (Algorithm 2), where
the mechanism M plays the role of the adversary P in
the IFPC game. We argue that in our attack, the mech-
anism M indeed adheres to the same conditions as the
adversary P (i.e., only having access to information from
the nonaccused colluding users) so that the guarantees of
the interactive fingerprinting codes hold. These guarantees
state that the fingerprinting code F can force the adversary
‘P to be inconsistent. Then, because M is the same as the
adversary P, this implies that M also answers one of the
analyst’s queries incorrectly.

Proof of Proposition BI. We first define the setup of the
problem. Throughout this proof, we use A for the ana-
lyst, M for the mechanism, F for the fingerprinting code,
and P for the adversary in the IFPC game. Recall that the
mechanism is given copies of an unknown quantum state
p, with which it is asked to predict tr(O;p) for an (adap-
tively chosen) query O; from the analyst. We first precisely
define an adversarial choice of p. Subsequently, we will
present an algorithm for 4 that thwarts any mechanism,
even when only querying single-qubit observables.

Let d be the number of users in the setting of finger-
printing codes. Let M be the number of observables that
the analyst queries.

Defining the density matrix: We define the density
matrix p on n qubits, where we specify n shortly. In fact,
we define an ensemble of density matrices {p;}, where
the density matrix p given to the mechanism is chosen
from the ensemble uniformly at random. Each density
matrix py in the ensemble is diagonal so that it corre-
sponds to a classical distribution. We effectively encode the
adversarial choice of distribution from Ref. [32] into this
density matrix with technical changes to ensure the guar-
antees hold in our setting. Moreover, note that we use a
diagonal density matrix because the guarantees from inter-
active fingerprinting codes hold for classical adversaries
(i.e., classical mechanisms). We later remark that quantum
mechanisms can be reduced to classical mechanisms.

Letn = [logd] + M29. We index the first [log d] qubits
by an integer in {1, ..., [log d]}, and we index the remain-
ing qubits by tuples (k, /) such that k € [2],j € [M]. This
reflects the underlying structure that the last qubits are M
groups of 2¢ qubits. In this way, j indexes the group of
qubits and k indexes the specific qubit within the j th group.
We describe the intuition for this structure later.

Similarly to the adaptive attack (Appendix B 1), since
the density matrices p, in the ensemble we construct is
diagonal, we can write

(B27)

pet Y p@IONO,

Q€{0,1}"

where |Q) is a computational basis state so that O € {0, 1}".
Note that £ € {1,. .., (29)M}, so our ensemble consists of
(29 density matrices. The reason for this will become
clear later. We can index the entries of the bitstring Q as
previously described:

Q=01 Onoga1Qc1y - Qadyy - Oum

-+ Qadn € 10,1} (B28)

The state |Q) can be viewed as follows. The first [log d]
qubits index the user from the setting of fingerprinting
codes, where recall there are d users. Explicitly, each
integer in {1,...,d} can be represented by in binary
using [log d] bits. The bitstring O - - - Ofiogay € {0, 11108
encodes this binary representation of the user’s index i €
{1,...,d} [86]. There are also M groups of 2¢ qubits.
Namely, for j € [M], these are the groups of qubits cor-
responding to Q) - - - Qo4 ;. Each group corresponds to
around; of the interaction between the analyst and mech-
anism, where at round j, the analyst will query a qubit in
group j.

We want to define the distribution p,(Q) in a specific
way such that the first [log d] qubits determine the state of
the remaining ones. Let 0; ¢ : {0, 1} — [29] be a random
assignment of ¢ € {0, 1} to some index ki € [2] at round
Jj . Here, we suggestively denote a bitstring in {0, 1} by ¢,
where, as hinted before, the analyst will query one of the
2¢ qubits in a given group j . When we consider a randomly
chosen p from the ensemble {p,}, we will often drop the ¢
subscript on o; ¢ and simply write o;. Each density matrix
p¢ corresponds to a random assignment o, defined by each
of the assignments o1, . . ., o3,¢. Namely,

d d
ou(q's . q®) = (o16(g")s . 010G ), - -,

oue(q), o@D, (B29)

Thus, £ € {1,..., (29N} because this is the number of
random permutations of [M2¢]. Define a set of binary
strings

Re={0 € {0,1)": Qoo =i Vg € {0,1),
Vj € [M], where Q; - Qpogay =i € [d]}.  (B30)

This defines precisely how the first [logd]| qubits deter-
mine the remaining ones. Namely, if the first [logd] bits
are a binary representation of the user’s index i € [d], then
the other bits in the bitstring O € {0, 1} must adhere to the
rule that the bit indexed by (0; ¢(q),/) is equal to g; for all
g € {0, 1} and for all rounds j € [M]. With this, we can
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Query: Z;
0ooooo0100
111000101
211100010
301001110

Message: 101

Permutation: (67201534) :

User ID

FIG. 3. Example construction for local observables. We con-
sider an example where the query (message) is ¢/ = 101 and
the randomly generated permutation is o; = (6,7,2,0,1,5,3,4),
where we denote each bitstring ¢ by its decimal representation.
The table shows the quantum state, with each row being a compu-
tational basis state |Q) corresponding to a user (which is encoded
in the first [logd] qubits of |Q)). The permutation is encoded
into the quantum state as shown in the table, e.g., the first col-
umn is ¢ = 110 (corresponding to 6). The message is ¢/ = 101
(corresponding to 5) is on the sixth entry of the permutation, so
the analyst will query the single-qubit observable Zg.

define p,(Q) as follows:

L ifOo eR,,
pug) & Ja MR

. (B31)
0 otherwise.

In this way, we have a uniform distribution over all users,
and the remaining M2¢ qubits must satisfy the rule spec-
ified in the definition of R, [Eq. (B30)]. An example is
illustrated in Fig. 3.

We have completed the definition of this ensemble {o,}
of density matrices. Recall that the density matrix p given
to the mechanism is chosen from this ensemble uniformly
at random.

Defining the analyst’s behavior: With this, we can
define the analyst’s adversarial behavior. Similarly to the
adaptive attack (Appendix B 1), the analyst can cause the
mechanism to answer queries inaccurately by querying
only single-qubit observables. In particular, the analyst
will query single-qubit Z observables.

Recall that in our setup of the density matrix, there are M
groups of 2¢ qubits. Each group corresponds to a round j of

ALGORITHM 3.

the interaction between the analyst and mechanism, where
at round j, the analyst will query the observable Z ;) for
some k € [29]. Intuitively, at round j, the analyst queries a
qubit chosen from (1,7),..., (2% ) uniformly at random
and independently for each round. We describe this explic-
itly as follows. Let ¢/ € {0, 1} be the query specified by
the analyst in round j. Let o; : {0, 1}¢ — [27] be a ran-
dom assignment of the query ¢/ to some index k; € [27]
for round j. Then, the analyst will query the observable
Z(5;(47), at round j. Note that this randomization via o} is
necessary to ensure that the guarantees of the fingerprint-
ing code hold, and this plays the same role as encryption
does in Ref. [32]. We justify this more formally later in the
proof.

Now, we are ready to state the analyst’s full attack. This
is given in Algorithm 3.

Here, we use 7 to denote the set of users accused by the
fingerprinting code F up to and including round j . We also
denote S/ = S\ 7, where S is the set of colluding users.
Thus, S/ is the set of colluding users that have not yet been
accused.

Reduction to IFPC: We first show that our proposed
attack follows the same interaction model as the IFPC
game. Crucially, we claim that from the mechanism’s
perspective, querying the observable Zio; (¢ 1.)) that corre-

sponds to ¢/ (as in Algorithm 3) is effectively the same as
querying a random observable Z; ; for which the observed

0,y is the same as cé ; (as required in Algorithm 2). We
also claim that this modification is enough to cause the
game to operate in the IFPC model.

To show this, we construct a simulated attack, given
in Algorithm 4. The simulated attack is merely fictitious,
as it relies on the analyst knowing the set of colluding
users §. The analyst first simulates sampling from the
density matrix p that would be given to the mechanism
in the real attack (Algorithm 3) and gives this simulated
data to the mechanism. In this way, because the analyst
knows S, the dataset that is given to the mechanism in
the simulated attack (Algorithm 4) only contains infor-
mation about the colluding users. Explicitly, the analyst

Real attack (local version).

Let the number of users be d = 2000N.

Sample some n-qubit quantum state p from the ensemble {p¢}.

Give p®Y to the mechanism M.

Initialize an N-collusion resilient fingerprinting code F for d users and length M = O(N2).

Let T° = 0.
for j =1 to M do
Let ¢ € {0,1}% be chosen by F.

Analyst A chooses query ¢’ € {0,1}¢ such that qf = if i € T97" and 0 otherwise.

7

A queries Z,, (43).5) to. M, where 0;(g’) denotes the index corresponding to g’.

M outputs response a’, rounds a’ to @ € {0, 1}, and gives @’ to F.

F accuses [ C [d].
Set TV «~ T/ U I.
end
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ALGORITHM 4. Simulated attack (local version).

Let the number of users be d = 2000N and let U be the uniform distribution over [d].

Choose colluding users S ~ U™ and give S to the analyst A.

A simulates sampling from the density matrix p by generating S’ = {|Q)} corresponding to S.
The analyst’s procedure for generating S’ is described further in the text.

Give &’ to M.

Initialize N-collusion resilient fingerprinting code F for d users and length M = O(N?).

Let S* = S.
for j =1 to M do .
Let ¢/ € {0,1}% be chosen by F. Give cgy to A

A chooses a query at random from among {Z((,j(q)ﬁj) tqgi = céj} and gives it to M.

M outputs response a’. Round a’ to @’ € {0,1}, and give @’ to F.

F accuses I/ C [d]. Set ST «+ §7\ I’.
end

creates computational basis states |Q), where O - - - Ofioga
is the binary representation of some colluding user’s index
ieS and Qq (g, = gi for all ¢ €{0,1}%,j € [M]. The
random assignments o; are generated in the same manner
as described previously (namely, the same as in the real
attack (Algorithm 3). Moreover, the simulated interaction
with the sampled states was constructed with only knowl-
edge of cé ; and contain no information about ¢/ outside

of §/. Thus, the simulated attack indeed operates in the
correct IFPC interaction model required for fingerprinting
code guarantees to hold.

To show that our proposed attack (Algorithm 3) follows
the same interaction model as the IFPC game, we claim
that the mechanism cannot distinguish between our pro-
posed attack and the simulated attack (Algorithm 4), which
as described must be in the IFPC interaction model. We can
show that any mechanism cannot distinguish between the
simulated and real attacks by noting the following:

(1) The distribution over the assignments o; are the
same.

(2) For any given round j, the distribution of the queried
qubit is the same.

The first point is true because the assignments were ran-
domized uniformly before the first round in both the real
and simulated attacks.

The second point is true because of the following argu-
ment. For the real attack (Algorithm 3), the assignments
o; are randomized before the analyst selects ¢/ (only the
analyst knows this random seed). Thus, from the mecha-
nism’s perspective, the queried qubit is effectively random,
just as in the simulated attack. Note also that we could not
argue this if we only had one copy of {Q. 1y} (or if we
did not randomize each of the M groups independently).
If this were the case, the mechanism could learn whether
they were receiving the same queries between rounds, so
the indices would not truly be random.

Thus, the mechanism’s views are identical in both
attacks. Since the distribution over the dataset and indices

presented to the mechanism M are the same, the
distribution over answers from M are also the same. This
implies that the probabilities of inconsistency are the same,
ie.,

Pri3j e [M]:Vie [d),@ # c]]

= Pr[3 € [M]:Vie[d,d@ #c]].

Sim

(B32)

By the argument in Ref. [32] for the algorithm for interac-
tive fingerprinting codes, the distribution over challenges
¢/ are also the same for the real and simulated attacks.
Thus, we have

RPr1[|TM \ S| < 1/2000] = SPr[|TM \ S| < 1/2000].
(B33)

This completes the first part of the proof.

Conclusion: To finish the proof, we need to show that
the analyst can force the mechanism to be inaccurate after
O(N?) adaptive queries. To do so, our argument follows
that of the attack sketch (without cryptography) from Lec-
ture 19 of Ref. [61] with a some modification. Throughout
the M rounds of interaction between the analyst and mech-
anism, the guarantees of the fingerprinting code state that
with probability 1 — 1/n, the following hold:

(1) The number of false accusations does not exceed
n/2000, i.e., |7 | < N + n/2000 = n/1000.

(2) The mechanism M was forced to be inconsistent,
in which case either ¢ = 1 for all i or ¢/ = —1 for
all i.

During these rounds, either

) hu 1
EpZ]=1-2005 1L

Ep[Z1< —1
" s00 O EolZl=-1L

(B34)

where Z/ denotes the query that was asked in round j. Sup-
pose that the mechanism answers queries with error at most
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a = 0.99. Then, in the first case, the answer & > 0, and in
the second case, @ < 0. In both cases, the rounded answers
@ are consistent. However, the guarantees of the finger-
printing code state that the probability that @ is consistent
on every round is at most 1 — 1/n. Thus, the rest of the
time, the mechanism was forced to answer the query with
error o > 0.99. |

We emphasize some observations we made throughout
the proof.

Remark Bl. Note that the randomization of the qubits
in our proposed attack (Algorithm 3) plays an equivalent
role to the encryption in Ref. [32]. Namely it ensures the
secrecy requirement needed for the IFPC model for queries
outside of S.

Remark B2. The guarantee in this proof is for classical
mechanisms M. However, since any quantum mecha-
nism can be simulated classically and the arguments of
the proof hold without restriction to the time complexity
of the mechanism, the guarantee holds for any quantum
mechanism as well.

We also point out that the same lower bounds hold
for the following analogous classical adaptive data anal-
ysis problem. Suppose the distribution D is over an n-
dimensional data universe X C {0,1}", and the analyst
is constrained to using only k-sparse statistical queries
q : X — [0,1], which we define as functions depending
on at most k bits of the input, £ being a constant. Given
a dataset S = (x1,...,xy) ~ DV, the goal of the classical
mechanism is to accurately estimate ¢(D) = E,.p[g(x)]
for M adaptively chosen queries g. Since our proof for
the local observables lower bound involves only classi-
cal constructions, we may recycle the proof to obtain new
classical lower bounds for this sparse queries problem:
considering an analyst querying 1-sparse queries of the
form ¢;(x) = x;, the query ¢; corresponds to the observ-
able Z;, and the classical distribution D can be mapped onto
a density matrix.

Corollary Bl (Sparse queries, lower bound). There
exists an analyst .4 and classical distribution D acting on
{0,1}", where n = Q (M22090VM) guch that any [0.99, 1 —
(1/2000~/M)]-accurate classical mechanism M answer-
ing M adaptively chosen 1-sparse statistical queries
requires at least N = Q (v/M) from D.

4. Upper bound

In this Appendix, we prove a sample complexity upper
bound for answering adaptive queries specified by local
observables. Recall that in our setting, the analyst’s queries
are specified by a local observable O;, and the mechanism

wishes to estimate expectation values tr(O;p) accurately
given copies of the unknown quantum state p. We design
a mechanism that can successfully estimate these expec-
tation values, even when the observable O; is chosen
adaptively. In the case where O; are chosen nonadaptively,
the median of means [67,68] protocol used in Ref. [§]
is sufficient. However, we will need to use a different
algorithm for when O; are chosen adaptively. Moreover,
while the proof of our sample complexity lower bound
(Appendix B 3) only required the analyst to query single-
qubit observables, our algorithm works for an analyst
querying any local observables. This upper bound matches
our lower bound from Proposition B1 exactly in M scaling.
In particular, we prove the following proposition.

Proposition B2 (Local observables, upper bound). For
every €,8 € (0,1/2) such that 8 > 4e~M/log* Mloglog" M
there exists an (e, §)-accurate mechanism M that can esti-
mate expectation values of M adaptively chosen k-local
observables with

: k
N_O (mm{3 JM log(l/68),k10g(n/6)}) ©35)

€2

samples of the unknown n-qubit quantum state p.
The mechanism runs in time poly(N,n,log(1/§)) per
observable.

The idea of the proof'is to find the classical shadow (see
Appendix A2a for an overview) of the unknown quan-
tum state p with respect to which we want to estimate
expectation values. Then, we can apply algorithms from
classical adaptive data analysis [17] to obtain our guar-
antees. Here, the classical shadow formalism allows us to
export our quantum problem to the classical setting, where
we can leverage algorithms from the classical literature.
Moreover, in the case of local observables, classical shad-
ows allow us to estimate expectation values of queried
observables (computationally) efficiently.

We will require the following classical algorithm from
adaptive data analysis [17].

Theorem B3 (Corollary 1.3 in Ref. [23]). For every
€,8 € (0,1/2) such that €§ > 4e=M/ 1°g2M1°g1°g4M, there is
an (€, §)-accurate mechanism M for M adaptively chosen
(scaled) statistical queries g : X +— [—C, C] that uses

C/Mlog(1/€f)

(B36)

samples from X. The mechanism runs in time poly(N, #,
log(1/68)) per observable.

Here, we use Corollary 1.3 in Ref. [23] applied to
C/N-sensitive queries. We use this theorem to prove
Proposition B2.
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Proof of Proposition B2. To derive the upper bound for
local observables, we apply the algorithm of Theorem B3
on classical shadows data obtained from random Pauli
measurements. Recall from Appendix A 2 a that classical
shadows obtained via random Pauli measurements allow
us to predict expectation values of local observables well,
as desired.

First, we claim that the setting of the classical shadow
problem aligns with the classical statistical query model
from Appendix Ala [87]. Recall that in the classical
statistical query model, we wish to design an algorithm
(the mechanism) to answer statistical queries ¢ : X —
[—C, C], whose true value is given by

¢(D) = E [g(0)], (B37)

where D is an unknown distribution over the data uni-
verse X. The mechanism has access to a sample S =
{x1,...,xy} ~ DV, which it can use in order to estimate
q(D). Moreover, statistical queries must satisfy

E N[q(S)] =q(D),

S~D

(B38)

where ¢(S) = 1/N > .5 q(x).

The setting of the classical shadow formalism for pre-
dicting local observables is indeed analogous to the sta-
tistical query model as follows. Let the data universe X
be defined as {0, 1} for m = O(n), where n is the sys-
tem size. One classical snapshot of the #-qubit unknown
quantum state p from random Pauli measurements can be
stored in m bits, as justified in Appendix A2a. Let D be
the distribution from which the classical shadow data are
sampled from. Namely, D is the distribution over the ran-
dom choice of Pauli gates and the probabilistic outcomes
from measuring p. Recall from Appendix A 2 a that we can
write

p=E[M(UDGIU)]| = E 15, (B39)

p~D
where U is a random tensor product of n single-qubit Pauli
gates, b € {0,1}" is the result of measuring UpU' in the

computational basis, and M is a quantum channel. Here,
we denote

tr(0p) = tr oé (3] [ )by | s 1)

j=1

—tr O®(3Uj‘i)j><i)j‘vj—]1) ®

Jj=1

p=M" (UW;)(BlU) . (B40)
Then, our sample S ~ DV is the classical shadow S =
S(p;N) = {p1,...,pn} from repeating the random mea-
surement procedure N times to obtain N classical snap-
shots. The queries are functions o: X — [—C,C] (we
justify later why the outputs falls in [—C, C]) correspond-
ing to an observable O, which are evaluated on a classical
snapshot p € X as o(p) = tr(0p). The true value of the
query is given by

o(D) = E [o(p)] = A]ED[tr(Oﬁ)] =1tr(Op), (B4l)
o~

p~D

where the last equality follows by Eq. (B39). This aligns
well with the classical statistical query model, since we
wish to estimate o(D) = tr(Op). Moreover, these func-
tions are indeed statistical queries, as we have

1 & A
E [0(S)] = N];S E [r(05)]=o(D).  (B42)

S~D

where 0o(S) = 1/N ZJ]'\;] o(p;). To complete this analogy
with the classical statistical query model, it remains to
show that o(p) € [—C, C] for some constant C and for
0 € X when O is a local observable. Let 0 be a classi-
cal snapshot as in Eq. (B40). In the case of predicting
local observables, the random unitary U utilized to con-
struct this classical snapshot is a random tensor product
of n single-qubit Pauli gates U= U, ® --- ® U,. More-
over, from Appendix A 2 a, the quantum channel M has
a specific form

b= § (3Uj ‘Bj><13j( U, —]1) where by, ..., b, € {0, 1}.
(B43)

We want to show that |o(p)| = [tr(Op)] is bounded by a
constant for a local observable O. Let O = O @ 180 be
a k-local observable, where we assume without loss of gen-
erality that O acts nontrivially only on the first £ qubits.
Then, we can compute the expectation value tr(Op) by
plugging in Eq. (A17),

(B44)

(30} [ )by | s - 1) (B45)

j=k+1
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(0@ (vt o] 1)

— (0@ (30} |3 )b v -1)

In the first line, we used Eq. (A17). In the second line, we
used that O = O ® I®@H_ In the third line, we used the
multiplicative properties of the trace. Finally, in the last
line, we used that tr(p) = 1, where we can view this the
second term in the third line as a classical snapshot over
n — k qubits. Now, by properties of the trace norm, we also
have

wop = |0@ (0l i )fb|u -1
j=1 |
<[0Tt )| w -1, ceao)
j=1
< 3%, (B50)

where in the last line we used the assumption that the
spectral norm of O is bounded by 1. Thus, we have that
lo(p)] < C = 3%, where this is a constant because k =
O(1) by definition of a local observable.

With this, we have now shown that the classical shadow
framework fits into the classical statistical query setting.
Thus, we can apply any classical algorithm for answering
adaptive statistical queries to derive our rigorous guar-
antees. Applying Theorem B3, we see that in order to
estimate expectation values of M adaptively chosen k-local
observables, we can use

k
N:O(3_szg<1/a»> (Bs1)

samples of the unknown n-qubit quantum state p. This
gives us the first term in the minimum in the statement of
Proposition B2.

To obtain the second term of klogn, we note that any
observable O can be decomposed in the Pauli basis as
O =) peirx.yzyen opP for some coefficients ap. For a k-

local observable, there are only 3 - (Z) = O (") possible
different Pauli terms P in this decomposition. One can pre-
dict expectation values of all of these observables with
respect to the unknown state p using the guarantees of the

classical shadow formalism, which requires

N:@<M)_

= (B52)

ol ( @ (ufii]e )

J=k+1

(B46)

(B47)

(

This follows from Theorem A1, where the shadow norm is
constant for local observables (Proposition S3 in Ref. [8]).
Because these 3% - (Z) observables are fixed beforehand, we
can use these guarantees. Expectation values of any (adap-
tively chosen) local observable can be expressed in terms
of expectations of these O(n*) observables, so we can pre-
dict any (adaptively chosen) local observable using this
classical shadow data. Taking the minimum of these two
expressions yields the sample complexity claim.

Finally, the time complexity follows because, as dis-
cussed previously, each classical snapshot 6 can be stored
efficiently in classical memory using O(n) bits. |

APPENDIX C: PAULI OBSERVABLES

In this Appendix, we shift our attention to focus on
predicting properties tr(Op), where p is the unknown n-
qubit quantum state that we are given copies of and O €
{I,X,Y,Z}®" is a Pauli observable. This type of observ-
able was not explicitly considered in the classical shadow
formalism [8]. However, Ref. [47] designed a quan-
tum machine learning model uses N = O(log(M)/e*)
copies of p to predict expectation values of M n-qubit
Pauli observables. We analyze how the rigorous guar-
antees change when the Pauli observables are allowed
to be chosen adaptively. In this Appendix, we prove
Theorem 2, which provides sample complexity upper and
lower bounds for this task. We restate the theorem below.

Theorem CI1 (Pauli observables, detailed restatement
of Theorem 2). There exists an analyst A and a density
matrix p on n = Q(M?>/?) qubits such that any [0.99, 1 —
(1/2000+/M)]-accurate quantum mechanism M estimat-
ing expectation values of M adaptively chosen Pauli
observables requires at least

N = QM) (C1)

samples of the quantum state p. Meanwhile, for any €,5 €
(0,1/2) such that €8 > 4e~M/ log? Mloglog" M there exists
an (¢, §)-accurate quantum mechanism M that can esti-
mate expectation values of M adaptively chosen Pauli
observables using

min{,/M log(1/€6), n}
N=0O o

(€2
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samples of the unknown n-qubit quantum state p. More-
over, the mechanism is computationally efficient and runs
in time poly(NV, n, log(1/8)) per observable.

The techniques used in this section are similar to
Appendix B. In Appendix C 1, we prove the sample com-
plexity lower bound, which states that in general, there
does not exist a quantum mechanism that can accurately
estimate M adaptively chosen Pauli observables with
poly log(M) copies of p. In Appendix C2, we present
a quantum algorithm achieving a matching sample com-
plexity upper bound for answering adaptively chosen Pauli
observables.

1. Lower bound

In this Appendix, we prove the sample complexity lower
bound, which states that in general, there does not exist a
quantum mechanism that can accurately estimate M adap-
tively chosen Pauli observables with poly log(M) copies of
p. This gives a stark contrast to the algorithm in Ref. [47],
which can accomplish this task using O(log M /€*) copies
of p. We prove the following lower bound.

Proposition C1 (Pauli observables, lower bound).
There exists an analyst .A and a density matrix p on n =
Q(M?/?) qubits such that any [0.99,1 — (1/2000+/M)]-
accurate quantum mechanism M estimating expectation
values of M adaptively chosen Pauli observables requires
at least

N = QM) (C3)

samples of the quantum state p.

This proof is similar to the proof of Proposition B1,
which gave a sample complexity lower bound for the task
of predicting local observables. Again, this proof relies on
interactive fingerprinting codes [46] (see Appendix A 3)
and is similar to lower bounds in classical adaptive data
analysis [15,32,45]. Moreover, our construction achieves
this lower bound even when the analyst can only query
Pauli observables {/,Z}®" and when the mechanism is
given N copies of a diagonal n-qubit density matrix p.

Our proof will require some cryptographic concepts,
which we review in Appendix A 4.

The idea is again to reduce our problem to IFPC by
designing an analyst A such that if the mechanism M
answers all of the analyst’s queries accurately, then we
contradict the definition of JF being a collusion-resilient
fingerprinting code. We argue that in our attack, the mecha-
nism M adheres to the same conditions as the adversary P
in the IFPC game (i.e., only having access to information
from the nonaccused colluding users) so that the guar-
antees of the interactive fingerprinting codes hold. These
guarantees state that the fingerprinting code F can force

the adversary P to be inconsistent, which also implies that
M also answers one of the analyst’s queries incorrectly.

In this case, to show that M only has access to informa-
tion from the nonaccused colluding users, we use encryp-
tion, similarly to Ref. [32]. Namely, we will encrypt all
information given to the mechanism via a private-key
encryption scheme (reviewed in Appendix A 4) and encode
the secret keys needed to decrypt in the samples given
to the mechanism. In this way, the mechanism can only
decrypt the information corresponding to the colluding
users, and all other information is hidden by the security
of the private-key encryption scheme.

Proof of Proposition C1. We follow the same proof
structure as the proof of Proposition B1. Throughout the
proof, we use A for the analyst, M for the mechanism,
JF for the fingerprinting code, and P for the adversary in
the IFPC game. Let d be the number of users in the setting
of fingerprinting codes. Let M be the number of observ-
ables that the analyst queries. Also, throughout the proof,
we use the notation x;,;, where x = (x1,...,X,) is a vector,
to denote x;.; 2 (x,... ,X;), Where j > i.

Recall that the mechanism is given copies of an
unknown quantum state p, with which it is asked to pre-
dict tr(O;p) for an (adaptively chosen) query O; from the
analyst. We first define an encryption scheme that we will
use. We then precisely define the adversarial choice of p
based on this encryption scheme. Subsequently, we will
present an algorithm for A that thwarts any mechanism,
even when only querying Pauli observables in {/, Z}®".

Encryption scheme: The encryption scheme is a ver-
sion of the one-time pad (Definition AS). Namely, we
use a variation of the one-time pad with (Gen, Enc, Dec)
defined as follows. Let A = d be the security parameter.
Let the key and message spaces be {0,1}¢ and let the
ciphertext space be {0, 1}2%.

(a) Gen(14): Output a uniformly random bitstring sk €
{0,1}¢.

(b) Encek(m): Encrypt m € {0,1}¢ as c=c;---coq €
{0, 1}%¢, where

10
Ci =
01

(c) Decgk(c): On input c € {0,1}%, parse ¢ as ¢ =
C12 -+ - Cad—1:2d, 1.€., consider consecutive pairs of
bitsin c. Map cto ¢’ = ¢| - - - ¢/, where

cﬁ:{l
0

Decryptcasm = ¢’ @ sk e {0, 1}9.

ifmi D Sk,‘ =1,

C4
ifm; ® Sk,’ =0. ( )

ifC‘[ = 10,

C5
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Note that this is indeed the same as the one-time pad, but
with an extra step that maps the output of encryption to a
bitstring of length 2d and correspondingly maps back for
decryption.

Defining the density matrix: We define the density
matrix p on n qubits, where we specify n shortly. This den-
sity matrix is diagonal so that it corresponds to a classical
distribution. As in the proof of Proposition B1, we encode
an adversarial choice of classical distribution into this
density matrix that takes inspiration from Ref. [32]. More-
over, note that we use a diagonal density matrix because
the guarantees from interactive fingerprinting codes hold
for classical adversaries (i.e., classical mechanisms). We
later remark that quantum mechanisms can be reduced to
classical mechanisms.

Letn = [logd] + 2Md. We index the first [log d] qubits
by an integer in {1, ..., [log d]}, and we index the remain-
ing qubits by tuples (k,;) such that k € [2d],j € [M]. This
reflects the underlying structure that the last qubits are M
groups of 2d qubits. In this way, j indexes the group of
qubits and k& indexes the specific qubit within the j th group.
We describe the intuition for this structure later.

Since p is a diagonal density matrix, we can write

pE Y p@I0NQI,
0€{0,1}"

(Co)

where |Q) is a computational basis state so that O € {0, 1}".
We can index the entries of the bitstring Q as previously
described:

O=01Onoga1 Q1)+ Oeayy - Qam -+ Qadm)
e {0, 1}". (C7)

The state |Q) can be viewed as follows. The first [log d]
qubits index the user from the setting of fingerprinting
codes, where recall there are d users. Explicitly, each
integer in {1,...,d} can be represented by in binary
using [log d] bits. The bitstring Q1 - - - Ofioga) € {0, 13110841
encodes this binary representation of the user’s index 7 €
{1,...,d}. There are also M groups of 2d qubits. Namely,
for j € [M], these are the groups of qubits corresponding
to O,y - - - Qa,)- Each group corresponds to a round j of
the interaction between the analyst and mechanism. More-
over, each pair of qubits corresponding to Q1) and
O(2i;) represent user i in round ;.

We want to define the distribution p (Q) in a specific way
such that the first [log d] qubits determine the state of the
remaining ones and such that it encodes the secret keys for
our encryption scheme. Let sk/ < Gen(19) be the secret
key for round j € [M]. We generate a new secret key for
each round of interaction between the analyst and mecha-
nism. We use sk’ to denote the ith bit of the secret key sk’
for round j, i.e., the one-bit secret key for the ith user in

Query: Zy;1010

01 10 10

Message: 101 ~ 01 00 00

Secret key: 001 g 2 00 01 00
3

3 00 00 10

FIG. 4. Example construction for Pauli observables. We con-
sider an example where the query (message) is ¢/ = 101 and
the randomly generated secret key is 001. The table shows the
quantum state, with each row being a computational basis state
|Q) corresponding to a user (Which is encoded in the first [log d]
qubits of |Q)). The secret key is encoded into the quantum state
as shown in the table. We group qubits into pairs in each for clar-
ity, which are defined by the encoding rule for the density matrix.
By the encryption rule, the analyst will query the Pauli observ-
able Z,; where b/ = 011010. One can verify that evaluating Z,,
on each state recovers the original message.

round j . We define the following sets of binary strings:
Ro 2 {0 € {0,1}" : Qui1)Qai) = 10, ¥/ € [M],
where Q) - - - Qpoga) = i € [d] and sk, = 0}, (C8)
Ry £{0 € (0,1} : Qui1)Q0ij) = 10, Vj € [M],
where Q) - - - Qioga) = i € [d] and sk} = 1}, (C9)
Ry £1{0 € {0,1}" : Qui-1,)Qaij) = 00,

Vie[d], Vj € [M]}, (C10)
RERyUR| UR,. (CI11)
With this, we can define p (Q) as follows:
L ifQeR,
p©O) = 1¢ (C12)

0 otherwise.

This defines precisely how the secret key is encoded into
the density matrix. We have completed the definition of
this density matrix p = ZQE{O,] - Q) 1O0){Q|. An exam-
ple is illustrated in Fig. 4.

Defining the analyst’s behavior: With this, we can
define the analyst’s adversarial behavior. We will show
that the analyst can cause the mechanism to answer queries
inaccurately when querying Pauli observables in {/, Z}®".
We use Z;, for b € {0, 1}" to denote the observable Z, =
01®---®0,, where O; = Z if b; = 1 and O; = I other-
wise. Moreover, we use the notation b/ € {0, 1}" to denote
the choice of query in the jth round. We denote b{i 5 to
denote the entry of the vector b/ corresponding to the
qubit indexed by (7, ). We also use the notation b{i:i’,/’) to
denote the entries of the vector b/ corresponding to the
qubits indexed by (i,j), i+ 1,5),...,(,j) for i/ > i and
i,i € [2d].
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ALGORITHM 5.

Real attack (Pauli version).

Let the number of users be d = 2000 .

Let (Gen, Enc, Dec) be the encryption scheme defined in the text.

Generate secret keys sk? < Gen(1¢) for each round j € [M].
Give p®" to the mechanism M for p defined as in the text.

Initialize N-collusion resilient fingerprinting code F for n users and length M = O(NQ).

Let T° = 0.
for j =1 to M do
Let ¢/ € {0,1}% be chosen by F.

Define ¢’ € {0, l}d such that qg = c{ i_fi ¢ 797! and 0 otherwise.
Analyst A chooses query Z,; where b’ = Enc(sk’, ¢?) and &’ is O for the other entries.

(1:2d,5)
A queries Z,; to M.

M outputs response a’, rounds a’ to @’ € {0,1}, and gives a to F.

F accuses I C [d]. Set T? « T9~1 U I’.
end

Again, note that the guarantees from interactive finger-
printing codes will only give us guarantees for classical
mechanisms. Thus, we argue that these types of queries
also have a classical analog. Namely, measuring the n-
qubit state p is equivalent to flipping » biased coins and
obtaining a sample outcome x € {0, 1}". Then, querying
the observable Z;, is the same as querying the parity over
a selected group of coins indexed by b, i.e., p(b,x) =
b-x mod 2.

The analyst’s full attack is given in Algorithm 5. Here,
we use T to denote the set of users accused by the fin-
gerprinting code F up to and including round j. We also
denote S/ = S\ 7, where S is the set of colluding users.
Thus, S/ is the set of colluding users that have not yet been
accused.

Note that this attack is almost the same as Algorithm 3
from the local observables sample complexity lower
bound. The only difference is that the queries that the
analyst A gives to the mechanism M are encrypted. In
particular, in round j, given a query ¢/ € {0, 1}¢, the ana-
lyst instead gives the query Z,; to the mechanism, where
b(12a4;) = ENCs (¢/) and b/ is O for the remaining entries.
This is so that the mechanism only has access to infor-
mation from the set of colluding users S/ that have not
yet been accused, as we will justify shortly. This encryp-
tion replaces the random permutations from the proof of
Proposition B1.

We also justify that for an input query ¢/, encrypt-
ing it to obtain &/, and querying Z,; as in Algorithm 5
still results in the same query ¢/. Let Q¥ € {0,1}"
be the bitstring from measuring p in the computa-

tional basis, where Q1" - - - Q([?og . = iand let z{2i71:2iq].) =

QElz)i—l,/)Q@i,/)- Let (Genl,Encl,Decl) be the encryp-
tion scheme (Gen,Enc,Dec) defined above but for
security parameter A = 1. In other words, we use
(Gen',Enc',Dec') to denote the special case of
(Gen, Enc, Dec) when the key space and message space
are {0, 1} and the ciphertext space is {0, 1}. Let sk/ «

Gen(1%). Note that because sk’ is generated uniformly at
random in Gen, then each bit sk} of sk’ is also a key
that could be generated from Gen'. Then, notice that by
definition of the encryption scheme and the set R [defined
in Eq. (C11)], we have 2}, _,,,, = Enc. ; (1). Moreover,

we can also write

Dec;ké (¢) = Enc;k; (1) - ¢ mod 2, (C13)
which can be easily checked by definition of the encryption
scheme. Recall that querying the observable Zj, is the same
as querying the parity p(b,x) = b - x mod 2, where x is a
sample outcome from measuring p. In this case, then by
definition of / in Algorithm 5, we have

b{2i—1:2i,/‘) 'Zi2i—1:2iJ) = Decsk{ (Encskflf @)) = 4. (C14)

In this way, we see that querying Z,; is the same as query-
ing the unencrypted ¢’ . Thus, the encryption here is only
hiding information but not obscuring what we wish to
query.

Reduction to IFPC: We now show that our proposed
attack follows the same interaction model as the IFPC
game. Crucially, we claim that the mechanism can only
access information from the set of colluding users S’
that have not been accused, i.e., the information cgj (as
required in Algorithm 1).

To show this, we construct a simulated attack, given in
Algorithm 6. The simulated attack is merely fictitious, as it
relies on the analyst knowing the set of colluding users S.
In particular, for i ¢ S, the analyst’s simulated attack will
set ¢, = 0, which is not possible in the real attack because
the analyst does not know S. The analyst first simulates
sampling from the density matrix p that would be given to
the mechanism in the real attack (Algorithm 5) and gives
this simulated data to the mechanism. In this way, because
the analyst knows S, the dataset that is given to the mech-
anism in the simulated attack (Algorithm 4) only contains
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ALGORITHM 6.

Simulated attack (Pauli version).

Let the number of users be d = 2000N and let U/ be the uniform distribution over [d].
Let (Gen, Enc, Dec) be the encryption scheme defined in the text.

Choose colluding users S ~ U N and give S to the analyst A.
A generates secret keys sk’ < Gen(1%) for each round j € [M].

A simulates sampling from the density matrix p by generating S’ = {|Q)} corresponding to S.

Give S’ to M.

Initialize N-collusion resilient fingerprinting code F for n users and length M = O(N?).

Let S' = S.
for j =1 to M do _
Let ¢/ € {0,1}% be chosen by F. Give cl; to A

Define ¢’ € {0,1}¢ such that ¢/ = ¢/ if i € $7 and 0 otherwise.

3

Analyst A chooses query Z,; where b
A queries Z,; to M.

J
(1:2d,

0= Enc(sk’, ¢?) and ¥’ is O for the other entries.

M outputs response a’. Round o’ to @’ € {0,1}, and give @’ to F.

F accuses I C [d]. Set S7*! « 87\ I.
end

information about the colluding users. Explicitly, the ana-
lyst creates computational basis states |Q), where Q € R
[defined in Eq. (C11)], where i is restricted to be in S
instead. Moreover, the simulated interaction with the sam-
pled states was constructed with only knowledge of cé_ ; and

contains no information about ¢/ outside of S/ . Thus, the
simulated attack indeed operates in the correct IFPC inter-
action model required for fingerprinting code guarantees to
hold.

To show that our proposed attack (Algorithm 5) follows
the same interaction model as the IFPC game, we claim
that the mechanism cannot distinguish between our pro-
posed attack and the simulated attack (Algorithm 6), which
as described must be in the IFPC interaction model. We can
show that any mechanism cannot distinguish between the
simulated and real attacks by noting the following:

(1) The distribution over the measurement outcomes for
qubits indexed by (k,7) for k € [2d],j € [M] is the
same.

(2) For a given round j, the distribution of the queries
b/ is the same.

The first point is true because both the users (by
definition of p) and secret keys are chosen uniformly at
random in both the simulated and real attacks. Together,
these completely determine the rest of the 2dM qubits, so
their distributions are the same.

The second point is true because of the following argu-
ment. Notice that the mechanism only sees the secret keys
for i € S, i.e., it observes Z](2i—1:2i,/') = Enc'(sk/, 1) only
for i € S. This is clear by construction. Moreover, notice
that the only difference between the real and simulated
attacks with respect to the query ¢/ is that ¢/ (and thus b/)
is only different outside of S. Thus, although the mecha-
nism can know the secret keys for i € S, b/ is in fact the
same for i € S, so the distribution is the same in this case.

On the other hand, for i ¢ S, the queries ¢/ may be differ-
ent. However, recall that b/ is the encryption of ¢/, where
our encryption scheme is defined to be a variant of the one-
time pad. Thus, by the perfect secrecy of the one-time pad,
then the distribution over 4’/ are identical in this case as
well.

Thus, the mechanism’s views are identical in both
attacks. This implies that the probabilities of inconsistency
are the same, i.e.,

lﬁwewywq@a¢m

=gwewywa@a¢dl (C15)
The rest of the proof is the same as the proof of
Proposition B1. u

Just as in the local observables case, there is also an anal-
ogous classical adaptive data analysis problem for which
we may recycle our proof in order to obtain a new lower
bound. Here, the distribution D is over an n-dimensional
data universe X' C {0, 1}", and the analyst queries from the
family of parity queries, which are defined the same way
as noted previously in this Appendix: g,(x) = p(b,x) =
b -x, where b € {0,1}" and x € X. Our proof for the Pauli
observables lower bound relies only on classical construc-
tions, so we may recycle our proof: the parity query g; cor-
responds to the observable Z;, and the classical distribution
D can be mapped onto a density matrix.

Corollary Cl1 (Parity queries, lower bound). There
exists an analyst .4 and classical distribution D acting
on {0, 1}, where n = Q(M?3/?) such that any [0.99, 1 —
(1/2000+/M)]-accurate classical mechanism M answer-
ing M adaptively chosen parity queries requires at least
N = Q (/M) from D.
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2. Upper bound

In this Appendix, we prove a sample complexity upper
bound for predicting expectation values tr(P;p) for i €
[M] of adaptively chosen n-qubit Pauli observables P; €
{I,X,Y,Z}®" with respect to an unknown quantum state
p. We design a mechanism that can successfully esti-
mate these expectation values, even when the observable
P; is chosen adaptively. In the case where P; are cho-
sen nonadaptively, one can use the algorithm in Ref. [47].
However, we will need to use a different algorithm for
when P; are chosen adaptively. Moreover, while the proof
of our sample complexity lower bound (Appendix C1)
only required the analyst to query observables in {/, Z}®",
our algorithm works for an analyst querying any Pauli
observables. This upper bound matches our lower bound
from Proposition C1 exactly in M scaling. In particular,
we prove the following proposition.

Proposition C2 (Pauli observables, upper bound). For
every €,8 € (0,1/2) such that €8 > 4e=M/10g’ Mloglogh M
there is exists an (e, §)-accurate mechanism M that can
estimate expectation values of M adaptively chosen Pauli
observables using

N O (min{,/Mlog(lé/:é),nlog(l/S)}) 16

samples of the unknown quantum state p. The algorithm
runs in time poly(N, n, log(1/§)) per query.

The idea of the proof is similar to the proof of Proposi-
tion B2. Namely, we can replace a classical subroutine in
the algorithm in Ref. [47] with an algorithm from classical
adaptive data analysis [17] (see Theorem B3). This sub-
routine is the only part of the algorithm from Ref. [47] that
is susceptible to adaptivity, so by utilizing the algorithm
in Ref. [17] instead, we can protect against this. We refer
to Appendix A2b for a review of the algorithm from
Ref. [47].

Proof of Proposition C2. Recall from Appendix A2b
that the algorithm from Ref. [47] estimates tr(P;p) in
two steps: (1) estimate the magnitude |tr(P;p)|?> and (2)
determine sign(tr(P;p)).

As discussed in Appendix A 2D, the first step is com-
pleted by estimating expectations of

) =T (@ @ons?) e 1, (€17)

k=1

where S© = {S,Et)}kg[n] are classical measurement results
with 7 € [N;] the £'th round of measurement and P = o,
® ---0, [Eq. (A21) in Appendix A 2b]. Huang et al. [47]

show that the expectation value of gp is exactly the magni-
tude |tr(Pp)|* and thus estimates this expectation to within
€2 error using the empirical mean of gp. However, taking
the empirical mean is not sufficient in the adaptive case, so
we will need to use a different algorithm, similarly to the
proof of Proposition B2.

Our key observation is to notice that gp is a statisti-
cal query with values in {—1, 1}. Thus, we can apply the
algorithm from Theorem B3 with C =1 to estimate the
expectation of each gp,, i.e., the magnitudes tr(P;p)|?.
Applying Theorem B3, we can estimate the magnitudes
|tr(P;p)|? for M adaptively chosen Pauli observables P; to
within €2 error using

IN = O <—mlﬁ(l/és)> (C18)

copies of the unknown quantum state p.

Note that this still holds despite the subsequent post-
processing of the estimation, i.e., taking the square root
and estimating sign(tr(Pp)), since none of them reveal to
the analyst any new information about the dataset of mea-
surement outcomes {S,(:)} (where sign(tr(Pp)) is estimated
using a separate set of samples). Thus, effectively, the
analyst only receives information about the dataset {S,Et)}
from the output of the Theorem B3 algorithm. Hence, N
samples as defined above are indeed sufficient to predict
magnitudes even for adaptively chosen observables.

As remarked in Appendix A2b, the second step of
determining sign(tr(Pp)) is already resistant to adaptivity
since it reuses copies of p via an argument involving the
quantum union bound [69]. Thus, we can use the same

(C19)

Ny = O <log(M/8))

€2

as in the original algorithm [47] for determining
sign(tr(P;p)) for 1 <i < M. Putting everything together,
the total sample complexity is

VM log(1 /65)) . (€20

N=2N1+N2=O( 1
€

To obtain the second term in the minimum in the statement
of Proposition C2, we can also protect against adaptivity
by simply using the original nonadaptive algorithm [47] to
predict expectation values of all 4" Pauli observables. By
Theorem A2, this requires

N:@(M)_

= (C21)
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Because this guarantees that the algorithm will accurately
estimate expectation values of all possible Pauli observ-
ables, it does not matter if an observable is chosen adap-
tively. Taking the minimum of the two expressions (C20)
and (C21) gives the claim.

Finally, the computational complexity follows because
the dataset of measurement outcomes S can be stored
efficiently in classical memory using 2# bits. This is clear
because, as described in Appendix A2b, S® is obtained
by measuring p ® p in the Bell basis. |

APPENDIX D: ADAPTIVE ALGORITHMS USING
CLASSICAL SHADOWS

In this Appendix, we introduce a series of algorithms
for answering adaptive queries using classical shadows
[8]. Namely, when observables are chosen adaptively, we
provide new algorithms for shadow tomography [7] in
Appendix D1 and quantum threshold search (originally
called secret acceptor in Ref. [88]) in Appendix D 2. We
will use these algorithms as components of our algorithm
for predicting adaptively chosen bounded-Frobenius-norm
properties in Appendix E. However, we also believe them
to be sufficiently interesting algorithms in their own right,
as they apply to arbitrary observables and their non-
adaptive versions are often used as subroutines in com-
mon quantum algorithms. Throughout this Appendix, we
assume that we have access to a classical shadow dataset
S(p;N) ={p1,...,pn}, where p is the unknown quan-
tum state that we have samples of. We refer the reader
to Appendix A2a for a review of the classical shadow
formalism.

1. Adaptive classical shadow tomography

We again consider receiving adaptively chosen observ-
ables Oy,...,0y and are tasked with estimating o; =
tr(O;p) for all 1 <i < M given samples of the unknown
quantum state p. Previously, in Appendix B4, we saw
that if 0;(0) = tr(O;p) is bounded in some range [—C, C]
where C is a constant and p is a classical snapshot of p,

J

then we can use classical adaptive data analysis algorithms
[17] that apply to statistical queries g : X +— [—C, C] to
obtain rigorous sample complexity guarantees. However,
in general, it is not guaranteed that the estimator 0;(0) will
have bounded range. For instance, in the case of bounded-
Frobenius-norm observables, o; has an exponentially large
range, and we are only given that its variance is bounded
by a constant B (Lemma 1 and Proposition 1 in Ref. [89]).
For classical shadows predicting arbitrary observables, we
need to consider algorithms that apply to more general
estimators. We consider two algorithms for this task, one
of which is computationally efficient. These two algo-
rithms have different sample complexity guarantees, so we
present both, which may be useful in different practical sce-
narios. Both of our algorithms utilize differentially private
algorithms from Ref. [19].

a. Computationally efficient mechanism

First, we present a computationally efficient algorithm
for predicting adaptively chosen properties with sample
complexity O(+/M). The algorithm is simply a modifica-
tion of the original median of means [67,68] protocol used
in Ref. [8], where the only difference is that it performs a
truncation step and then estimates the median in a differ-
entially private manner. The algorithm can be outlined as
follows:

(1) Break the set of classical shadows into K batches of
size N, and compute

Nk
A A~ A 1 )
J=N(k—=1)+1
(D1)

(2) Let B = max;_;

w10 = (1@ (0) /2112 gon-

Truncate each 651‘) to lie in the range [—2+/B/N —
1,24/B/N + 1], i.e., collect

.....

—2JB/N -1 ifo? < —2/BJN —1,
@",...,0%) whereo® = {2/B/N+1  ifo® > 2/B/N +1, (D2)
oM otherwise.

(3) Use any differentially private algorithm for comput-
ing the approximate median of {551), e ,55’()}. For
example, this can be done via an application of the
exponential mechanism [90] (e.g., Refs. [19,91]).
Then, return the result 0;(V, K).

Our sample complexity guarantee then follows directly
from Theorem 1.3 in Ref. [19] and the remarks following
it. This sample complexity upper bound is looser than that
of Theorem B3 that we used in Appendix B 4. In particular,
it has an additional log M factor. However, it applies more
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generally and allows us to bound the sample complexity
in terms of the variance of the estimator. In the setting of
classical shadows, the variance is bounded by the shadow
norm (Lemma 1 in Ref. [8]). Thus, we have the following
result.

Theorem D1 (Computationally efficient adaptive clas-
sical shadows). For a fixed measurement primitive U/, a
sequence of adaptively chosen 2" x 2" Hermitian matrices

0\, ..., 0Oy, and accuracy parameters €,§ € [0, 1], set
K=0 (,/M log(1/8) 10g(M/86)) and
1 tr(0;) . ,
N=0 (6—2 i:r?,%.),(M 10; — 2—,,H||shadow) > (D3)
where || - ||shadow 1S the shadow norm. Then, there exists

an efficient algorithm using NK independent classical
shadows that can accurately estimate all the properties,

[0;(N,K) —tr(O;p)] <€ foralll <i<M, (D4
with probability at least 1 —§. The running time is
poly(N,m,log(1/€)), where m is the number of bits
required to store a classical shadow.

Here, a measurement primitive is an ensemble of uni-
taries that is tomographically complete [8].

b. Private multiplicative weights

A simple modification of the algorithm from
Appendix D la can yield the desired O(log(M)) sam-
ple complexity scaling for predicting adaptively queried
observables. However, we exchange this favorable sample
complexity at the cost of computational complexity, as this
new algorithm is computationally inefficient.

In particular, to achieve the O(log M) sample complex-
ity, one only needs to modify Step 3 in the algorithm from
Appendix D 1a. Specifically, the problem of finding the
approximate median in Step 3 can be reduced to answer-
ing a sequence of statistical queries via another algorithm
(e.g., Refs. [19,92]). Then, one can simply apply the pri-
vate multiplicative weights algorithm [31] to answer these
statistical queries, which gives an alternative method for
solving Step 3. This same approach gives a computation-
ally inefficient algorithm in Ref. [19], so our results in the
classical shadow setting follow directly from Theorem 5.4
in Ref. [19].

Theorem D2 (Computationally inefficient adaptive clas-
sical shadows). For a fixed measurement primitive U/, a
sequence of adaptively chosen 2" x 2" Hermitian matrices
01, ...,0y, and accuracy parameters €,8 € [0, 1], there

exists an algorithm that uses

=

,,,,,

tr(0;)
- TH”Shadow) (DS)
samples to accurately estimate all the properties,
lo; —tr(O;p)| <e foralll <i<M, (D6)

with probability at least 1 — §. Here, m is the number of
bits needed to store a classical shadow.

In particular, when the measurement primitive ¢/ con-
sists of random #n-qubit Clifford circuits and tensor prod-
ucts of random single-qubit Clifford circuits, then m =
Om?) and m = O(n), respectively. Note that if m =
O(n?), this improves upon the shadow tomography pro-
tocol of Ref. [14] by a factor of log M /e at the cost of the
shadow norm term. We will use this algorithm as one of the
two main components for our algorithm in Appendix E.

2. Threshold search with classical shadows

In this Appendix, we consider a problem called thresh-
old search and provide a new algorithm solving this prob-
lem. Threshold search was first introduced by Ref. [88]
where it was known as “secret acceptor.” In this prob-
lem, we receive a sequence of adaptively chosen queries
(01,61),...,(0p,0)) in an online fashion. Here, O; are
the observables and 6; € [0, 1] are thresholds. Given a bud-
get £, the task is to correctly verify whether o; = tr(O;p)
exceeds the threshold 6;. Moreover, we only need to do
this until the number of times the threshold is exceeded
goes past the budget ¢ (though if this never happens then
we must correctly provide answers for all M queries). We
introduce a new threshold search algorithm based on the
classical shadows formalism, which will be used as another
main component of the algorithm in Appendix E.

As in the previous sections, we will apply a clas-
sical adaptive data analysis algorithm (the sparse vec-
tor algorithm [52,93]) to estimators on classical shad-
ows, though with an additional preprocessing step. For
a given classical shadow dataset S(p;N), the algorithm
first truncates each 0;(0) to the range [—T, 7], where T =
O(log(1/€)). Then, it defines a statistical query estimator
of tr(O;p) as the sample mean of these truncated val-
ues and runs the sparse vector algorithm [52] using this
estimator. We do the truncation step because the sparse
vector algorithm works only for statistical (or, more gen-
erally, low-sensitivity) queries. Explicitly, the steps of the
algorithm are as follows:
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(1) Gather classical shadows data S(p;N) = {01,...,
own}. Let

5i(p) = sign(tr(0;p)) - min{|tr(0,H)[, T} (D7)
denote the truncation of 0;(p) to the interval [— T, T1.

(2) Run the sparse vector algorithm over the statistical
queries

1Y
$i(S) =+ ];si(pw. (D8)

It is known that the sparse vector algorithm has the fol-
lowing guarantees, which can be seen by, e.g., applying the
transfer theorem in Ref. [17] to Theorem 5.2 in Ref. [19].

Theorem D3 ([52,93]). Given parameters €,6 € [0, 1]
and a budget ¢ € N, there is an algorithm using

T/ €log(M)log(1/€8)*/?

K:O( Ve log( ) log(1/eb) 09)
€

samples that respond to an adaptively chosen sequence

of query/threshold pairs (q1,61),...,(qm,0k), Where

qi : X — [—T,T]. With probability at least 1 —§, the

algorithm correctly does the following for all i € [M]:

(1) If g;(D) > 6;, output “No.”

(2) If ¢;(D) < 6; — €, output “Yes.”

(3) If the number of “No”s exceed ¢, terminate the
algorithm.

Using this, we can obtain the following guarantees for
our threshold search algorithm described above.

Theorem D4 (Threshold search). Given parameters
€,8 €[0,1] and a budget parameter ¢ € N, there is an
algorithm using

IE[o] — E[s]|
= |E[(0 — D)o > T) — (0 + D0 < —D]|

SE[l0—pn-T-)lo=pn>T-1)—(—pu+T—-Dllo—pn<-T+ D]
< [E[(o = wl(o —pu > T = DIl + [E[(0 — )0 = o < =T+ D]l + (T = D) Prllo — u| > T— 1]

€2

5/2
N_O (@ log(B) log(M) log(1/€5) )

(D10)

.....

samples that responds to an adaptively chosen sequence
of observable/threshold pairs (01, 6,), ..., (Ouy, 6)r). With
probability at least 1 — §, the algorithm correctly does the
following for all i € [M]:

(1) Iftr(O;p) > 6;, always output “No.”

(2) Iftr(O;p) < 6; — €, always output “Yes.”

(3) If the number of “No”s exceed ¢, terminate the
algorithm.

Previously, the quantum threshold search algorithm [14]
was used to solve this problem, with the best-known
sample complexity as O(flog®> M /e?). Our algorithm
improves the sample complexity of quantum threshold
search by a factor of +/¢logM in exchange for a term
that scales with the bound on the Frobenius norm. In
order to obtain this guarantee, we require that the classi-
cal shadows data S(p;N) gathered are obtained via the
uniform POVM procedure described in Appendix A2c
rather than the canonical classical shadow procedure [8].
This is due to its stronger concentration properties, which
allow us to obtain a better sample complexity guarantee. If
one were to use canonical classical shadows [8], a similar
proof can obtain a sample complexity guarantee of N =
OBV log(M)/€3). Importantly, using classical shadows
with uniform POVM allows us to reduce the scaling with
1/€ from 1/€3 to 1/€2.

Proof of Theorem D4. We first show that the bias of
each s(p(j)) defined in Eq. (D7) is small (which implies the
bias of s;(S) is small). We write o = tr(Op) and s = s(0)
for brevity. Letting u = E[o] € [—1, 1], we have that the
bias |E[o] — E[s]| satisfies the following:

(D11)
(D12)
(D13)
(D14)

<VE@—-p)?Pilo—pn>T—1]+vVE(0—u>)Prlo—pu < —T+ 1]+ (T— 1) Prflo— pu| > T—1]
<8B-2Ptfjo—pu| > T— 1]+ (T— D) Prflo — u| > T—1]

(r—1)

<4VB. 2€xp<— )+(T—l).26xp<— (r—17 >,
- 16B + 4VB(T — 1) 16B + 4/B(T — 1)

(D15)
(D16)

(D17)
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where Eq. (D14) follows from triangle inequality,
Eq. (D15) from the Cauchy-Schwarz inequality, Eq. (D16)
from the Cauchy-Schwarz inequality and the second
moment bound in Lemma A1, and Eq. (D17) from Propo-
sition Al. Setting 7= 1+ V/CB, it can be verified that if
C > 80%(log B + 4)?, then

T—1<ex ( (T’ ) (D18)
=P 32B+8VB(T'—1))
Moreover, if C > (40? log(12/€))?, then
ex ( r-1 ) <e€/6 (D19)
P 32B+8VB(Ir'—1)) ~— '

Combining these two, we obtain that fore < 1, setting 7' =
1 + 40+/Blog(48/€)(log B + 4) yields

(T —1)?
16B + 4V/B(T — 1)

(T—1)-2exp (— ) <e€/6. (D20)

A similar computation shows that if C > 40? log(48B/¢)?,

(T—1)?
4B - |2 - 6. (D21
VB \/ exP( 16B+4«/§(T—1)>§6/ (bz1)

Putting everything together, choosing 7 = 1+ 40+/B
log(48/€)(log B + 4) yields

|Efo] — E[s]] < €/3. (D22)
This tells us that the truncation of the expectation value to
lie in the interval [—T, 7] as in Step 1 of the algorithm is
still close to the true expectation value tr(O;p).

In Step 2 of the algorithm, we run the sparse vector
algorithm from Theorem D3 over the dataset S and queries
s;. Notice that Theorem D3 can be seen as the classical
analog of quantum threshold search, where in quantum
threshold search ¢;(D) = tr(O;p). For our algorithm, we
instead define ¢;(D) to be the truncated estimator s; :
X +— [T, T)], where X is the space of classical shadows.
Moreover, for a given query (O;,6;), we instantiate the
sparse vector algorithm with parameters €/3,§ and pass
in query/threshold pairs (s;,0; — €/3). Then, the guaran-
tees of the sparse vector algorithm imply those of Theorem
D4:

(1) Suppose o; > 6;. Since 0; = 0; — 5; + 5; < €/3 + 54,
then s; > 6; — €¢/3 == output “No.”

(2) Suppose 0; < 6; — €. Since 0; > s; — €/3, then s; <
0; — 2¢/3 = output “Yes.”

The final sample complexity follows from Theorem D3.
[ |

a. Extension to verifying epsilon closeness

We include an extension of the threshold search
algorithm to the problem of verifying whether 6; is close to
tr(O;p). This variant will be used for our problem of pre-
dicting expectation values of observables in Appendix E.

Corollary DI. Consider the same inputs as Theorem
D4. There is an algorithm using

€2

52
N_O <Bﬁ log(B) log(M) log(1/€8) )

(D23)

,,,,,

samples and with probability at least 1 — § correctly imple-
ments the following for up to £ mistakes:

(1) If |tr(O;p) — 6;] > €, always declare a mistake.
2) If |tr(O;p) — 6;] < %e, always pass.
(3) If a mistake was declared, supply a value u; satisfy-

ing [tr(Oip) — ujl < €/4.

Proof. The proof for implementing the verification step
(i.e., conditions 1 and 2) are the same as in Ref. [14].
For each query (O;,6;), we can simply give “simulated
inputs” (0;,6; +€), I — O0;,1 — 6; 4+ €) to the algorithm
from Theorem D4 with parameters € /4, /2, 2M, and £.
With probability at least 1 — §/2, we get the correct outputs
for the threshold search algorithm. We let the algorithm
operate as follows.

(1) If threshold search declares a mistake on either one
of the queries, i.e.,

1
tr(0;p) > 6, + € — 4_16 or

1
= O0ip) > 1 =6, +¢ — e, (D24)

then the algorithm will correctly declare a mistake
for query (O;, 6;).
(2) If threshold search passed on both queries, i.e.,
tr(O;p) <6;+¢ or tr(l—0;p) <1—06;+e¢,
(D25)

then the algorithm will correctly output “pass.”

It can be verified that these give the correct outputs in con-
ditions 1 and 2. The sample complexity for implementing
this is given in Theorem D4.

In order to provide the correction p; when mistakes are
made, we can simply run the Theorem D1 algorithm with
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accuracy parameters €/4,6 in parallel whenever a mis-
take is made (can be run on a separate batch or on all the
samples). This requires

N O (B\/MT/E(SZ)IOL‘%(K/‘SE)) [B= max tr(0%)]

i=1,...M

(D26)

samples. Combining this with the sample complexity in
Theorem D4 yields the final result. |

APPENDIX E: BOUNDED-FROBENIUS-NORM
OBSERVABLES

We consider predicting expectation values of M adap-
tively chosen observables O; with bounded-Frobenius-
norm, i.e., max; tr(Oiz) < B. We also consider the subcase
of predicting low-rank observables. For this case, we show
that we can design an algorithm for the mechanism that
achieves a sample complexity upper bound that scales as
O(log(M)). To help simplify the presentation, we first
prove a sample-efficient algorithm for predicting adap-
tively chosen single-rank observables. Then we extend the
ideas to answering adaptively chosen bounded-Frobenius-
norm observables and low-rank observables.

1. Single rank observables

We can obtain the following rigorous sample complex-
ity guarantee for predicting adaptively chosen single-rank
observables.

Theorem E1 (Single rank observables). There exists an
algorithm that can answer M adaptively chosen single rank
projectors {|v/)(1/'|} to € error with probability at least 1 —
8 using

3/2
Vo <log(M) log(1/€8) log(l/e)) &)

€3

samples of p.

In particular, we designed the algorithm in Algorithm 7
for achieving this sample complexity upper bound. In
Algorithm 7, the tomography protocol P can be any pro-
tocol that implements shadow tomography, for example,
the original shadow tomography protocol [7] or the algo-
rithms from Appendix D 1. Similarly, the TS protocol
can be any protocol which solves the threshold search
problem (reviewed in Appendix D 2), e.g., the quantum
threshold search algorithm [14] or the algorithms from
Appendix D 2. Depending on which algorithm is used to
implement the tomography protocol or threshold search,
we can obtain different sample complexity guarantees. By
using the new algorithms in Appendix D, we obtain the
sample complexity in Theorem E1.

Our algorithm follows a similar framework to that in
Ref. [14], which is based on Aaronson’s shadow tomog-
raphy protocol [7]. Specifically, we implement a student-
teacher type interaction: the student responds to a queried
observable O by constructing a guess o; for its expecta-
tion value o; = tr(0;p) and then passing the guess to the
teacher. The teacher either “passes,” indicating that the
guess is close to the true expectation value, or he declares
a “mistake” and supplies a different value o] that is closer
to the true expectation value.

In Algorithm 7, the teacher is implemented using a
threshold search algorithm. Then, we can obtain the fol-
lowing guarantees for the student algorithm.

Theorem E2. Suppose the following teacher properties
are satisfied for all i € [M]:

(a) If |tr(O;p) — 0;] > €, the teacher declares a mistake.

(b) If |tr(O;p) — 0;] < %e, the teacher always passes.

(c) If the teacher declares a mistake, the supplied value
o; satisfies |tr(O;p) — 0}] < %e.

There is an algorithm for the student using @(log M/ed)
copies of p that provides guesses o; for tr(O;p) while

ALGORITHM 7. Mechanism for predicting single-rank observables.

Set S «+ {} and initialize the tomography protocol P.

Start an instance of threshold search (T'S) with parameters €, d.

fori=1 to M do

where ¥4 = Projg(v?).
Feed 0; to TS.
if TS declares a mistake then
Set S+ SU {‘W)}
Receive new answer o; from TS and return of.
Update P and restart TS.
else
| Return 6.
end

end

Receive rank one observable O = ‘1/11><W| = U; |0™) and construct estimate 6; ~ <1/JZS| P WS> using P,
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making at most O(1/€2) mistakes, with probability at least
1-6.

The algorithm for the student is essentially to project
|[vr) to the space spanned by S and guess the expecta-
tion value for the projected state. For a given observable

= Y ) (¥l let [¥) = |¥s) + [¥1), where |s) is the pro-
jection of |¢) onto the space spanned by S and [y ) is the
component orthogonal to the space spanned by S. Given
S={l¥1),..., ¥} is spanned by an orthonormal basis
b1, ..., ¢ at the current round, the student will estimate

s=(Yslolvs) =Y ad (] ple)  (E2)
ie[k]
J€lk]
where [Y5) = Zf;l o; |¢;). We show that if the student can

estimate s; for all observables Oj,..., Oy to a suitable
precision, then he will make at most O(1/€?) mistakes.

Lemma E1. Suppose p is a density matrix, i.e., tr(p) =
land p > 0.If |¢1), |¢2), ..., |¢pr) are orthonormal states
and (¢;| p |¢;) > € Vi, then k < %

Proof. For any orthonormal basis {|¢;),..., |¢m)}, we
have Zle tr(|¢;) {¢;| p) = tr(p) = 1. The result follows
immediately. [ ]

Lemma E2. Suppose the student has access to an ora-
cle that can always produce an estimate o such that

| (¥s| p|Ws) — o] < %e. Then, the oracle makes at most

256 1

=3 mistakes.

Proof. Suppose the teacher declares a mistake on
observable |y){y|, where [i¢) has unit norm, i.e.,

[ (¥ pl¥) —o0| > %e. By the oracle guarantees,

{1 ply) —

[{Flolp) —ol =1 (Wlply) — (sl l¥s) |
+ 1 (sl plys) —ol = [ (¥lpl¥)

3
— (Uslpls) | + g (E3)

Thus, | (Y] p [¥) — (sl p [¥s) | = 3€. Let {|¢;)}ieg span
S and |¢ ) be the normalized state correspondmg to [V1),

so we can write the decompositions |yg) = Zle o; o)
and |, ) = oy |¢p1 ). We then have
[ (Yloly) — (sl plvs) |
= (WLlpl¥L)+ Wslplv) +(Wilpelvs) | (E4)

k
= losa (Bolplp) + ) lard (dilploL)

i—1
+oa;ag (oL p o]l
<lai*(pilpldL) + 22 et [log|| (@1l o |i) |,

(E6)

(E5)

where the first and second inequality follows from trian-
gle inequality, respectively. We can bound | (¢, | p |¢;) | as
follows:

Hpolpled | =1Ll (o) p2 Igy) | (E7)
= I{p30. |03 @] (E8)
< \/<p5du p%m)(p%@ p%¢i> (E9)
= V@1l 0lpL) (Bl plo0), (E10)

where the inequality follows by Cauchy-Schwarz inequal-
ity. Thus, plugging into the previous equation, we have

Wsl o Ws) | < laal (bolpldr) +2 lasllonly/idol p16s) (@il o 1)

= lar V(@I plpr)(erlVigilpldr) +2 ) lailV/{dil p I¢i))

<laslVigilp |¢L>\/<|ou|2 +2) i) (prlplr) +2) (il pl¢i))

<2larlv{dLlpldL),
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where the second to last inequality follows by Cauchy-
Schwarz inequality, and the last inequality follows
since tr(p) =1 and Zf;l log)> + e 2 =1 (e, |¥]
has unit norm). Since 2o |/{dL|pldL) > %e, then
(pLlplpL) > (9€%/256]a |*). This implies that every
time we make a mistake, we add a new component |¢;)
orthonormal to the current S with expectation value at least
(9€2/256|a |?). By Lemma E1 and the fact that |o; | < 1,
this can happen at most %(1 /€?) times. |

a. Estimating (¥s| p |¥s)

We now incorporate the tomography protocol from
Theorem D2 and show that it can be used to predict

(Ysl p |¥s) efficiently.

Lemma E3.

Ne— O (,/1og(1 /8) - log(M /€8) log(1 /e)) E1D)

e3

samples suffice to estimate s; = tr(|1//§)(1//§‘ p) within €
error for all 1 < i < M with probability at least 1 — §.

Proof. Suppose the size of the set S is at most k.
The problem from the tomography protocol’s point of
view can be framed as follows: at each round, receive
a low-dimensional query |vys), which is |¢) projected
onto the low-dimensional space spanned by S. The goal
is to estimate (Y| p |¥s). We show that the full tomog-
raphy problem involving the 2" x 2" quantum state p
is equivalent to a separate tomography problem in this
low-dimensional space. Specifically, we claim that there
is a quantum state p of dimension 2M°e*+D1 gych that
(s p |¥s) = (sl p |¥s). If this is the case, then as long
as we express |{s) in a basis of S, then we can simply run
our tomography algorithm on the separate problem with
the low-dimensional representation of |1s) as input.

Recall that the set S is constructed iteratively in
Algorithm 7, where each time the teacher declares a
mistake, a state is added to S. Let S; be S after the
ith mistake, and suppose that, in hindsight, there exists
a fixed orthonormal basis ®; = {|¢1),...,|¢;)} = P, U
{l¢p:)} of S; for all 1 <i < k. Such a basis can clearly be
constructed via Gram-Schmidt orthonormalization.

We can use this basis to show the claim that there exists
some p such that (V| p |¥s) = (¥s| p [¥s). To see that the
claim is true, consider the k£ x & submatrix representing
p in the basis @, i.e., ps = {{¢i] p |¢,>}1§i2/§k. Note that
(Ws| ps 1rs) = (Ysl p [$rs) since |rs) € span(S). Finally,
we only need to “pad” ps with additional dimensions to
make it a valid quantum state (i.e., unit trace, positive
semi-definite, and Hermitian). Specifically, we can obtain
p of dimension 2'°¢*+D1 by adding additional dimensions
where the additional diagonal elements are non-negative to

make p trace 1. The off-diagonal elements can be set to 0,
which would make p positive semi-definite and Hermitian
since pg is positive semi-definite and Hermitian. Moreover,
(Ysl p 1¥s) = (sl ps [¥rs).

Thus, we can now consider the problem of predicting
(Ws| p |¥s), with p being a 2M°e*k+D1 dimensional quantum
state. This can be solved using the adaptive tomography
algorithm from Theorem D2. In this case, the number
of bits needed to represent a classical shadow obtained
with Clifford measurements for this hypothetical state is
m = O([log(k + 1)]?). We can outline the algorithm as
follows:

(1) Obtain a classical shadow dataset of size

Ngr = O (\/W -log(M /€f) 10g(1/€))

63
(E12)

using Clifford measurements.

(2) Prepare an instance of the tomography algorithm
from Theorem D2 initialized with dimension m =
O([log(k + 1)1%). This also requires Ns; samples.

(3) At any round i, express ‘1//51.) in 7 dimensions and
feed it as input to the tomography algorithm. This
ensures that in hindsight every query |WS,~> was
expressed in the subspace span(Sy) so that we have
a proper reduction to the low-dimensional problem
specified previously. Then return the output of the
tomography algorithm.

By the mistake bound of Lemma E2, k = O(1/€?).
Combining this with Theorem D2 yields the result of
Lemma E3. |

With this, we can provide a simple proof of Theorem E2

Proof of Theorem E2. Combining Lemma E3 with
Lemma E2 yields Theorem E2. ]

Finally, we can prove our guarantee for single-rank
observables by combining all of our results.

Proof. The teacher can be implemented directly by our
threshold search algorithm in Theorem D4. Combined
with the mistake bound in Theorem E2 yields a sample
complexity of

5/2
Neg = O <log(M) log(1/e8) ) E13)

€3

for implementing threshold search. Summing this with
the sample complexity for implementing the tomography
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algorithm

No = O (,/1og(1/5)-1og(M/ea) log(l/e)) E14)

€3

yields the desired guarantee,

5/2
N =Ng 4+ Npg = O <log(M) log(l/;a) 10g(1/e)> |

(E15)

2. Extension to bounded-Frobenius-norm observables

Having solved the single rank observable case, we
now describe how to extend the algorithm to predict-
ing bounded-Frobenius-norm observables. We obtain the
following guarantees.

Theorem E3. For a sequence of adaptively chosen
observables Oy, ..., Oy satisfying tr(Ol?) < B for all i and
accuracy parameters €, § € [0, 1], there exists an algorithm
that uses

5 5/2
N_O (B log(M) log(16{165) 10%09/6)) (E16)

samples of p to accurately predict every property,

|o; —tr(O;p)] <€ foralll <i< M, (E17)

with probability at least 1 — §.

Thus, we are able to predict expectation values of adap-
tively chosen bounded-Frobenius-norm observables with
the desired scaling of log(M), independent of system size.
When compared to protocols for adaptive shadow tomog-
raphy [14], we remove the system size dependence in
exchange for an extra factor of 1/e.

To achieve this sample complexity upper bound, we
modify the algorithm from Appendix E 1. The only modi-
fications are (1) we define a processing step that “projects”
the queried observable O to S and (2) when a mistake is
made, every eigenstate of O with a sufficiently large (in
magnitude) eigenvalue is added to S. In more detail, the
algorithm is given in Algorithm 8 and we outline it as
follows.

For a given observable O, consider its eigenvalue
decomposition O = Y2 w; ||, where Y| jwil* <
B.Let O = D sz Wil W) be its truncated eigen-
value decomposition, i.e., we include only eigenstates
whose eigenvalues have magnitude greater than €/2 and
throw out the rest. Note that there are at most 4B8/€? such

eigenstates. At every round, the algorithm projects every
eigenstate of the truncated observable 0 to span(S) and
constructs O = PsOPs = Y., /o Wi |WE)(¥5|, where Ps
is the projection operator to S and v is the projection of
eigenstate ' to S. Then it uses the tomography protocol
from Theorem D2 with m = 4B/€°, accuracy parameter
€/2, and failure probability §/2 to generate prediction o ~
tr(f)p). If a mistake is made, every eigenstate in Ois added
to S. The teacher is implemented by the threshold search
algorithm in Theorem D4 with accuracy parameter € and
failure probability §/2.

With this sketch of the algorithm, we can prove Theorem
E3, relying on some results from the previous section.

Proof of Theorem E3. The probability that either thresh-
old search or the tomography protocol fails is at most § by
union bound. Thus, for the rest of the proof, we assume
that both protocols correctly give outputs across all M
rounds. Hence, every o received from the shadow tomog-
raphy protocol satisfies |6 — tr(Op)| < 13—66. Now suppose
QTS declares a mistake, so we have |0 — tr(@,o)| > 3¢/8.
Using triangle inequality,

3 . A . ~ - A
g€ < 10— (0p)] = |0 = tr(Op)| + [tr(Op) — tr(Op)]

IA

13—6e + [tr(Op) — tr(Op)|. (E18)

Thus, |tr(@p) - tr(@p)| > 3€/16. We claim that there is at
least one eigenstate |) in the truncated observable O such
that

2

3¢
[ (sl pl¥s) — (Ylpl) | > ——

. E19
32B (E19)

We can see this by noting that if this is not true for any
eigenstate of O, then this gives us a contradiction,

O — w(Op)|

= Y willvi] e |vg) =W |e¥)|  (E20)
i:|wi|>€/2
< > willlwilelvs) — (W plw)  E21)
ir|wj|>€/2
3e?
=% > Iwil (E22)
ir|wj|>€/2
3
sﬁe, (E23)

where the first inequality is by triangle inequality, the
second is by our assumption, and the third by Cauchy-
Schwarz inequality and the Frobenius-norm bound.
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ALGORITHM 8.

Mechanism for bounded-Frobenius-norm observables.

Set S < {} and initialize tomography protocol P with accuracy parameter 13—66 and failure probability 6/2.
Start an instance of threshold search (TS) with parameters €/2, /2.

for i =1 to M do

Receive prediction ¢; ~ tr(O;p) from P. Feed 6; to TS.

if TS declares a mistake then
Set S+ SU{|Y7) : |ws| > €/2}.
Receive new answer o; from TS and return é; = o}.
Update P and restart TS.

else

| Return 6;.
end
end

Receive truncated observabl? O; = Zj:le\>6/2 w; |7 ><¢J~|. . '
Project every eigenstate of O; to span(S) and construct O; = Zj:\wj\>e/2 wj !1/1]5><¢’S’7 where
wg = Proj4(1)7) is the projection of the eigenstate ¥7 to S.

Since a mistake was declared, then every eigenstate in
0 gets added to S. We added at least one eigenstate such
that | (Ys] o [s) — (] p W) | > 3€2/32B, 50 by the mis-
take bound in Lemma E2, a mistake can happen at most
O(B?/e*) times. To obtain the m parameter in the tomog-
raphy protocol from Theorem D2, note that every time
a mistake is made we add at most 4B/€’ states to S.
Combining this with the mistake bound, |S| < O(B3/€®),
so we set m = [log(O(B/€%) + 1)1> = O(log(B/€)*).
Moreover, we emphasize that the Frobenius bound still
holds for each O = PS@PS: using the fact that P2 = Pg and
[ — Py is a projector,

tr(4%) — tr((PsA)*) = tr(4%) — tr(4PsA)
=tr(A(I — Ps)4) = tr(((I — Ps)A)*) > 0.  (E24)

Thus, ||PsA|lr < ||A]lr. It can similarly be shown that
|4PsllF < [|4]lF. In sum,

IPsOPs|r < |0l < OllF < B. (E25)

Putting these together, the sample complexity of the
tomography protocol predicting the projected observables
01, ey OM is

B2, /log(1/8) - log(M /€8) log(B/€)
Nsr = O p )

(E26)

by Theorem D2. The sample complexity of the threshold
search algorithm verifying the output of the tomography
protocol is

5 (E27)

2 5/2
Ne— O (B log(M) log(1/e8) )

by Theorem D4. Combining these two bounds yields the
final result, which guarantees that for every o; returned

by the mechanism, |0; — tr(@i,o)| <e¢2foralll <i<M
with probability at least 1 — §. Finally, this implies that the
total error is bounded by e,

16; — t1(0ip)| < 16; — tr(O;p)| + [tr(Oip) — tr(O;p)]

(E28)

<e/2+ Y wl{Y|pl¥) (E29)
Jiwjl<e/2

=S+5 Y Wlelv) @0
Jilwil<e/2

€ €
= 3 + 5 (E31)
=e. (E32)

Thus, the total sample complexity is given by

2 5/2
N =Nsr+Ns=0 (B log(M) log(leﬁeé) log(B/e)).

(E33)

3. Extension to low-rank observables

We also consider the subcase of predicting expectation
values of low-rank observables. In this case, we can again
achieve a sample complexity upper bound scaling loga-
rithmically in the number of observables M, independent
of system size. Moreover, we obtain a strict improve-
ment over the best-known sample complexity for shadow
tomography, given in Ref. [14]. This can be done by
directly applying Algorithm 8, with the slight modification
that it is not necessary to do the truncation step in this case.
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Theorem E4. For a sequence of adaptively chosen
observables Oy, . . ., Oy with rank at most R and accuracy
parameters €, 5 € [0, 1], there exists an algorithm that uses

5 5/2
N O (R log(M) log(leéa?) log(R/ €)> (E34)

samples of p to accurately predict every property,

|0 —tr(O;p)] <€ foralll <i<M, (E35)

with probability at least 1 — §.

Proof. The analysis is the exact same as that for
Theorem E3, except that in Eq. (E19), the guarantee is
instead there is at least one eigenstate |1) in the observable
O such that

sl p W) — (Wl p 19 | > =,

E36
16R (E36)

which follows because ) . |w;| < R. In this case, the new
mistake bound is O(R?/e*). The new sample complexity
of the threshold search algorithm is

(E37)

2 5/2
Neg = O <R log(M) log(1/€8) )

€3

by Theorem D2. Moreover, whenever a mistake is made,
we add at most R eigenstates to S, so |S| < O(R?/e?).
Moreover, the rank bound is preserved for @, ie.,
rank(b) = rank(PSf)PS) < R, due to the following prop-
erty: for any matrices (with dimensions properly aligned) 4
and B, rank(4B) < min{rank(4), rank(B)}. So the sample
complexity of the tomography protocol is

<R3/2, /log(1/8) log(M /€8) log(R/€)
NST - O ]

€3

(E38)

by Theorem D4. The result follows from combining these
bounds:

2 5/2
N =Ngr+Nps=0 (R log(M) log(1/€9) log(R/e)).

€3

(E39)
]

Remark EI. In order to implement the threshold search
and tomography components, one could have also used
existing algorithms used in shadow tomography, e.g.,
the quantum threshold search algorithm [14] and Aaron-
son’s shadow tomography algorithm [7,14]. By tracing

through the same arguments, we would have also achieved
a system-size-independent upper bound. However, we
found that the scaling was worse, where the sample com-
plexity was @(B2 log?(M)/€®) for bounded-Frobenius-
norm observables and (’j(R2 log2 (M)/e*) for low-rank
observables.
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